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e Top Level Domain (TLD)/"8 38 &

e gTLDs:
e com/net/org/gov/edu/s.. = 135F

e ccTLDs:
o tw/cn/jp/us £ 243/

e Second Level Domain (% = & #* %)
e com.tw/org.tw/
& Patwz - RE L
e com.tw/net.tw/org.tw/edu.tw/gov.tw/mil.tw
e idv.tw/game.tw/club.tw/ebiz.tw




® 5 Internet PRI% 3 A # - Tk

& JLESE L AL IP b g WPk s ]
e WWW www.hinet.net <-> 168.95.1.82
e MAIL msa.hinet.net <->168.95.4.21\

@ it LAV IPE Ee/ P AR ARK
O RER LA AL ERBEMN FIP RS O
2 7z DNS K 2% » 4258 £ F 573 2 § it
® “g ¥ IPv6 (16 bytes) srde B » { 7 & % * i LH




® DNS f
o/ 1P
® hosts #¥
o R RS P\
o i L ALIEFR
o Til— RIE
® 1984 & Paul Mockapetris & > 7 % — B
IDAN ﬁ?*ﬂ%(RFCIO34 » RFC1035)




® DNS Z="3% #7;% T R & &i(distributed
database)

® p e hpitd g\ koM

"‘"‘Jr TJ{’JAF* R ig 7 DT

& Name Server iz % i#Database® 3% i 7 F

® Name Serveri#t &Client(Resolver) & 34 PRi%

@ Resolver® §_- ﬁbllbrary routines, § 7 %18
i = Name Server 4 39 3 i




@ Domain Name.System is a database of
hostinformation

€ Domam Name¥ 5 = I|DNS Database® 4} 7
% 51 (index)

o & - 'B‘DOmaln 6 & BDNSY % ri— e 4 AL
(Name)

& Domain Name Space s a invert tree

A AR A

® Domain Namedp ! 2 & & B DNS*® gz &

& Each domain name IS a path in the invert tree

® f T v ¢ Master 2 48 p d g4 W 7 Slave
1 A

@ K- BRBT G 5 LA BE IR




o DNSFT & i 4.2t UNIX s % 4 15
}3. LK\F{ IJJ

DNS Database UNIX Filesystem

/

edu gov mil lib e home

ntnu .

bin lib




® Domain-Name#? UNIX Filesystem# 7 g
B AR K

DNS Database UNIX Filesystem
/
edu gov mil etc'// usr @ |ip e home
ntnu bin
local data
ce bin lib

cc.ntnu.edu. /usr/local/bin




e = - EFDOmain® £ A %] & #c i
SubDomain

® & — FSubDomain® A 7 Y chH
H gk

edu gov mil

ntnu




DNS ik 4

Root
tw | cn [com| net | biz |arpa
com | net | gov [ih-addz] ip6e164

s [PV6 [ fi#

twnic 211

- [Pv4 7 7
72
- —————
www |whois| cdns |Zonel 210| [211

hostl [host] DR RE AP ECH
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Z A

@ Domain® ¥ & 7 Host£z SubDomain

®/% - fFHosty® ¢ 5 -/ Domain Name &
7 % % % (Domain Name Alias)




@ The depth of the tree is'limited to 127
levels

&= — Fnode: ¢ f(text label)i 7 # 1
3 631 F ~

@ Root:label z null(£ & % 0)

@ Full Domain Name:

e The sequence of labels on the path from
that node to the root.




FQDN

@ An absolute domain name is written
relative to the root and unambiguously
specifies a node’s location in\the tree.

® An absolute is also referred to as a Full
Qualified Domain Name(FQDN)




e DNS & F4p 28 s-inode(Sibling node)(4p F
parent node)# label .2 ’E 7 ¥ -
e 7z %= — node A tree¥ 2. domain nameri -




@ Domain:
e A subtree of domain name‘\space
& — B DomainsDomain Namexzt & _:& i
Domains 3 & Z-(node)sDomain Name
® [r - f#Domain® shost 348 + )t
Fﬁg?qu,\#wikk “E'F\q'— ;]:E]Fﬁﬁ;__
# |P Address, #+ i# Network. .. & [




@ Leaves of the tree z_ Domain Name i+ %
~ i#host, a‘p 41 host=Address; Mall
Routing % T 3t

® Tree v & 2h(interior node) ¥ & % —
host, 7 ¥ 35 i t* Domain g 3
e hp.com® £ HP~ & &:Domain Name, * &_

i - 2 host




J%m % %ﬁ]
www.slhs.tp.edu.tw.

AT 1§

203.72.185.3







Name Servers and Zones

@& Name Server

e The programthat store information about
the domain name space.

® Zone
e The part of the domain name space.

e — Fdomain¥ *7 2 = #H B SubDomain, iz &
SubDomain ¥ 4% #:1# (delegation)d # v &
i+ 12 iz SubDomainfi = Zone




@ Azone and a domain may share the
same domain name but contain different
nhodes.

e - BEED (7 g 72 domaing 3 - B
name server, 2 “7/f 7 % & fLizone,
e H gswl“*‘]% 2 ﬁ =18 7 Z isubdomain

@ Zone Is bounded by delegation, it never
Includes delegated data.




tp/domain

. -
- -
— -
— o o -

edu domain

gov




Zone Data-Files

@ The files which primary master name
servers load their zone data.

& The data files contain resource records
that describe the zone.

@ The resource records describe all the
hosts in the zone and mark any
delegation of subdomains.




Resolvers

@ Clients that access name servers
@ Querying a name server

€ Interpreting responses

@ Returning the information to the
programs that requested it

e 4+ BIND¥ ¥ 7 ¥_¥ jherprocess,m 4 -
library




Query Type - recursive

® The name server repeatsithe same basic
process until it recelyes an‘answer.

Querier

Answer| { Request

[L—

—

Name Server + - &~ % Query# v Name Server

<§>




Query Type - iterative

@ /v’ v % the\best answer it already
Known

® 2 Zrquerier¥ £ %34 shname server
® ¥rname server:si j i i
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S PRARIIMN L p of NS
Al Rl oA KA 5 2 i
(Authorltatwe Answer) ER T

& dodk ir g e

j'— r’)ﬁjx' ’/T-L"

Ay



B ip

i

e

2t
P

. e P -

i 4
£

\E.,
=
—_—

AT
R %

—
|

R 14 T e g

25
".'

;}':l
7
A)

P

@& 4r% Cache




Query: sun3.cc.ntnu.edu.tw

root
name server

v

name server ﬁ
edu.tw.

|
! edu
! name server [ ] gov
Al [ L
I /
1 ! 1
1 ! 1
1 ! 1
1 : 1
L | ~ ntnu.edu.tw. - t
| : B e name server u nctu
1
. /
L
1
1
|
1

v \
resolver _cc.ntnu.edu.tw. /
————————————————————— name server

cC math




DNS24i772(1)

® & AP — =\ % 5 DNSKE 1 e B

=

Pc001.abc.com.tw

ping www.twnic.net. tw.




DNSf2 45.5#F2(2)

& BAT e 4 20\7_DNS 168.95.1.1 % 33
www.twnic.net.tw [P

www.twnic.net.tw

P87

Pc001.abc.com.tw

ping www.twnic.net. tw.




DNS/% 45.5772(3)

® 168.95.1.1 ¢ = root server M # 3 www.twnic.net.tw =[P
address

m.root-servers.net

168.95.1.1 www.twnic.net.tw

PR HE?

=

Pc001.abc.com.tw




DNS{2 45.5#F2(4)

® Moot server € W& .TW sdns #7842

m.root-servers.net
168.95.1.1 SHEA . TW DNSHY
BE O EHEFZ—

).

=

Pc001.abc.com.tw

ping www.twnic.net. tw.




DNS2 45.57F2(5)

® 168:95.1.1 ¢ = TW name server: ¢.dns.tw £ 33
www.twnic.net.tw [P address

www.twnic.net.tw
HIP R (HEE?

m.root-servers.net
168.95.1.1

Pc001.abc.com.tw

ping www.twnic.net. tw.

=




DNS/% 45.57F2(6)

& c.dns.tw® Enet.tw:=IDNS 778

A NET.TW

DNSHJEEL » 3415
tHrh 253,

m.root-servers.net

168.95.1.1

=

Pc001.abc.com.tw

ping www.twnic.net. tw.




DNS/2 45.57F2(7)

® 168:95.1.1 ¢ = TW name server: b.twnic.net.tw % 34
www.twnic.net.tw [P address

www.twnic.net.tw
TP HEE?

b.twnic.net.tw

=

Pc001.abc.com.tw

ping www.twnic.net. tw.




DNS/% 45.57F2(8)

& b.twnic.net.tw¥ JEtwnic.net.tw=IDNS 7 7R 42

m.root-servers.net

)
.TWNIC.NET.TW

b.twnic.net.tw

DNSHYEE » 55 HH
— ¢Z_§é@ c.dns.tw

Pc001.abc.com.tw

ping www.twnic.net. tw.




DNS/% 45.57F2(9)

® 168:95.1.1 € = ns.twnic.net & 34 www.twnic.net.tw [P
address

www.twnic.net.tw
TP HEE?

ns.twnic.net
Pc001.abc.com.tw

ping www.twnic.net. tw.




DNS245.:#F2(10)

® ns.twnic.net® & www.twnic.net.twer[P g+ -

m ront-carvers.net

www.twnic.net.tw
HIIPE

111.222.333.444

ns.twnic.net

Pc001.abc.com.tw

ping www.twnic.net. tw.




DNSfz 45772 (11)

@ 168.95.1.1% J&pc001.abc.com.tw www.twnic.net.tw 1P
#111.222.333.444

www.twnic.net.tw
HIIPE
111.222.333.444

=

Pc001.abc.com.tw ns.twnic.net

ping www.twnic.net. tw.




DNSjf# 477737 Caching(1)

& B =X A3 18 168,95.1.153 7 PV & A
e TWendns% H [P
e NET.TW:rdns% H [P
e TWNIC.NET.TWedns% H [P
e WWW.TWNIC.NET.TW 1]P
® X '%‘ T - X RO AR

=

Pc001.abc.com.tw

ping ftp.twnic.net. tw.




DNSj#% 47+ 7% Caching(2)

& BAR e s 2\Z_eDNS 168.95.1.1 4 34
ftp.twnic.net.tw 731P

ftp.twnic.net.tw
TP 27

b.twnic.net.tw

c.dns.tw

Pc001.abc.com.tw ns.twnic.net

ping ftp.twnic.net.tw.




DNSf# +z7#7F% Caching(3)

® 168:95.1.1° & p\twnic.net.tweINS % &% > #7141 2 215 2
24 ¥ ftp.twnic.net.tw 1P

ftp.twnic.net.tw
FIIPR 122

Pc001.abc.com.tw ns.twnic.net

ping ftp.twnic.net.tw.




DNS§##% 477732 Caching(4)

@ ns.twnic.net¥ & ftp.twnic.net.tweRIP Z_i+ /-

ftp.twnic.net.tw
HVIPE
222.333.444.555

Pc001.abc.com.tw ns.twnic.net

ping ftp.twnic.net.tw.




DNSf# +z7#7F% Caching(5)

@ 168.95.1.1% &pc001.abc.com.tw/ftp.twnic.net.tw 1P & _
222.333.444.555
ftp.twnic.net.tw

HIPZ
222.333.444.555

=

Pc001.abc.com.tw ns.twnic.net

ping ftp.twnic.net.tw.




@ Caching —
o Name serven#-4 34 iz 747 3| en g 3 47
e 7= ¢ cache negative ¥ i

@ TTL(Time to Live) —

e The amount of time that name server is
allowed to cache the data




@ Name serverfc3| - B recursive query,

A

£ 3% R, R € » “closet known’
name server:g f’

H_F\arig f  ce.ntnu.edu.twissName Server

Jz 3] cc.ntnu.edu.tw % Fig
v

4 _F 4rig § 7 ntnu.edu.tw:Name Server
. ﬁ?r’iﬁ

\4

4 _F 4rig § 7 edu.twsName Server
. —'z‘r'i‘ﬁ

\4

4 _F 4rig § 7 twehName Server

7 «i‘r'fg'

\4

Féroots




Choosing between authoritative name servers

® ¥t fF — Zone, ¥ 5. 3 /1B authoritative
name server

€ ¢ * RoutdTrip Time(RTT) & = #name
serverzg F

@ RTT is a measurement of how long a

remote name server takes to respond to
queries.




>t fRLETR R BRI

® 1 ji% (forward domain): & # % - ¥R
e Forward mapping —
e Maps all host names to address
® F f& (reverse domain):\d IP ¥ /BT 38\ % -
e /Reverse mapping —
e Map address back to host names
o ~ 27 DNS Query :& ' it f2B/013F 7 > o8 - BA ¥ L2
e Produse output that is easier for human to read
e Usedin some authorization checks
& FjE- k3 HUR
-mwmsa@n&f VR EHR BT F R R R 3
5L B J’K g BT B INA TS
E’iz/)?lIP?r};ﬁan%a_’xzi’*% ?u_ﬁ'#’T%ﬁ%Eﬁ‘J’%
7 $84 crMail Server~ € & * & K fRFgeied 4] k5 SPAM R 31







F 22 In

® % 3.185.72.203.1n-addr:arpa.

-
-~
-
-
-
- -
-




Mapping Address to Name

@ In-addr.arpa doemain are labeled after the
numbers in the dotted-octet representation of
IP Addresses.

¢ In-addr.arpa domain¥® 4 256 i subdomain(%t
& 3 IP Addressens ~ )

® & — fFsubdomain® + 256 i subdomain (4t &
7]IP Addresss% = )

@ 5):167.249.21.163.in-addr.arpa.
(dns2.tp.edu.tw)




DNS -5

& UNIX
o ﬁ‘f’ﬁt:%ISCBIND
ES < ;ﬁ 7= L z\?\ﬂ}%% (4X~9X)
° ﬁ’“ AT A 49.9(\E ) 0 8.4.1 °\9.2.2
'i"p?u%’** 922 " &
o 2T > T kS AR
@ Windows
o ¥ L3> Windows Server & ik &
o fjH X T IH BE
o GUI X =_
e 173 BIND 4.x i :xm %




Configuring.HOst - resolver;

@ resolv.conf

e domain : #,3 d\resolvep Tt & sxdomain hame
e »|: domain ntnu.edu'tw

e search : 45 1! % % 34 domain nameps, *i 4c
& domain nameis % 34 8 5

e nameserver : %34 srname server(IP)
e »]: nameserver 140.122.65.9

r & A - -
e 5 VK= (7




Configuring.HOst - resolver;

@ resolv.conf

2L

e sortlist ;: /¥ name seryer 4 3| 5P Address,
hotd & 973K T 2 58K, R dpsortlistg A £
§lj

® |:
sortlist 140.122.65.0/255.255.255.0 203.72.188.0/255.255.255.0




Type-of Name Server

@ Master (Primary)
@ Slave (Secondary)
@ Forwarding

@ Cache-Only




Master & _Slave Server

@ Master -

e The server for.a zone reads the data for
the zone from files On its host

® Slave —

e The server for a’zone gets the zone data
from another name server that is
authoritative for the zone




Forwarding

@ |f the request records are.already in the
name server’s authorititative data or
cached data, the name server answers
with the information.

@ |f the records aren’t in tis database, it
sends the query to a forwarder.

@ |f no answer in a short period, it resume
normal operation.




Cache Only

@ The name servers not'authoritative for
any zones.




@ Name server needs a configuration
file —
e named.conf

© Zone data files —
e Case-insensitive

e Resource records must start in the first
column of a line

e Order is not a requirement




Configuratien File — named:iconf

@ BIND (named) Z 5. 2. 4 £k <40

&/it*
e T_% named 1 5t 78 B (options )
e T_3 root server i % ( zone )
o ”i;%;’ﬂrgqi 2 ke LH- (zone)
o T_& & % ( zone )
o His » dr & kiiek/ 345 & F ..




Configuration*File — named.conf

options {
directory "/var/named";
I
zone "." {
type hint;
file "named.ca";
:
zone "0.0.127.in-addr.arpa" {
type master;
file "named.local";

zoneg “slhs.tp.edu.tw" in {

%

type master;

file "named.hosts";

allow-query { any; };
allow-transfer {203.72.185.15;};

zone “185.72.203.in-addr.arpa" in {

type master;

file "named.rev";

allow-query { any; };
allow-transfer {203.72.185.15;};




Configuration*File — named.conf

options {
directory "/var/named";

.

1y 41 data file % 228 A

7 B Name Server:i% 58 4-#c3k > option statement ®




Configuration*File — named.conf

Zone ll-ll {
type hint;
file "named.ca";

iq 315 B root name server:Hg R i3 3T P e
ABIND 9% | & paEatfgN ¢ 7 7 %




Configuration*File — named.conf

i 7 ¢fzone - slhs.tp.edu.tw
origim-Z_slhs.tp.edu.tw

¢ ¢ - _primary master

*Forward mapping
*Name-to-Address Mapping

zong “sihs.tp.edu.tw" in {

type master:;

e "named.hosts";
allow-transfer {203.72.185.15;};

A

w3¥203.72.185.15%Zone Transfer




Configuration*File — named.conf

£37203.72.185.15%Zone Transfer

i 7 szone%_122.140.in-addparpa
origin-£_.122.140.in-addr.arpd

*Reverse mapping
*Address-to-Name Mapping zone ‘185.72.203.in-addr.arpa’ in {
type master;

. ile "named.rev"; |
& ¢ & primary master allow-transfer {203.72.185.15;};
I

PR ot gt i ke




Configuration*File — named.conf

% 2.1.0.0.127 2_reverse mapping 3 #*

zone "0.0.127.in-addr.arpa" {
type master;
file "named.local";




7 i se &#(Resource Recored)

® 7 /n:e4x(RR > Resource Record)
o 7 F#(FQDN)
o [LBpFiF (TTL >\Time to Live)
o I j:iF %(class)
o T 4EIl(type)
o ¥ % (rdata)
TTL £ — & F k4t 5] e DNS Cache epF Y (&
IN =r &_Internet
FHLAEA| A 2F S A

T E- 3 “‘P’”/‘)g, L RPN R

EEy gn O o

FQDN class type rdata




& SOATrecord —

e Authority far this zone
e Start Of Authority

@ NS record —
e List a name server for this zone

@ Other records
e Data about hosts in this zone

& Comments
o Start with ; and finish at the end of the line




Other Receords

e A
e Name-to-address mapping

e PTR

e Address-to-name mapping

e CNAME

e Canonical name(for alias)

& MX
e Mail eXchanger




SOA Record-=

$TTL, 86400

@ IN  SOA dnsislhs.tp.edu.tw. Sysadm.slhs.tp.edu.tw. (
2002022701 ; Serial

21600 :/Refresh

0]0) ; Retry

360 ; Expire

86400 ) ; Negative caching

~origin I[N~ % InterNet

* § 7 rxdomain name
& * rnamed.conf® #7ip T &AL




SOA Record-=

$TTLS 86400

@ IN  SOA dns.slhs.tp.edu.tw. /' sysadm.slhs.tp.edu.tw. (
2002022701 ; Serial

[
>

21600 :/Refresh

7200 ; Retry

3600000 ; Expire

86400 ) ; Negative caching

Primary master name server

$tzone ¥ I - «HE-Mail Address
@ * . B




SOA Record-=

$TTLS 86400

@ IN  SOA dns.slhs.tp.edu.tw. /' sysadm.slhs.tp.edu.tw. (
2002022701 ; Serial

21600 :/Refresh
7200 ; Retry
3600000 ; Expire
360 ) ; Negative caching
R SOA¥ ZAXHc (7

()7 TS gL
slave name serveriz *




SOA Record-=

$TTLS 86400

@ IN  SOA dns.slhs.tp.edu.tw. /' sysadm.slhs.tp.edu.tw. (
2002022701 | ; Serial

21600 :/Refresh

7200 ; Retry

3600000 ; Expire

360 ) ; Negative caching

*Serial Number

& =x 2T % 7k serial number®& 3 4

*Slave server§? 4 s number k ;- % ¥ _F & & ¥ master serversg L
i ¥ 3% 52 YYYYMMDDNN




SOA Record-=

$TTLS 86400
@ IN  SOA dns.slhs.tp.edu.tw. /' sysadm.slhs.tp.edu.tw. (
2002022701 ; Serial

21600 :/Refresh

y m: 4
7200 , Retry e )
3600000 ; Expire d:- =
360 ) ; Negative caching w: & Hp

N

2, ¥rslave server® g 4 « & T|master serverig & 7R A F { #
7" ¥ ¥ #4p 4cHour, &): 6h, 5h60m




SOA Record-=

$TTLS 86400

@ IN  SOA dns.slhs.tp.edu.tw. /' sysadm.slhs.tp.edu.tw. (
2002022701 ; Serial

21600 :/Refresh

7200 ; Retry

3600000 ; Expire

360 ) ; Negative caching

4% slave servers ;= 2 master serveri &, |4 7 A {8 F- <X




SOA Record-=

$TTL, 86400

@ IN  SOA dns.slhs.tp.edu.tw. /' sysadm.slhs.tp.edu.tw. (
2002022701 ; Serial
21600 :/Refresh
7200 ; Retry

3600000 ; Expire
/ 360 ) : Negative caching

o4r % slave server iz AR ¥ — ¥ & £ ¥*master server:i %,
Al 3 £ f 3 ¢ Zone
sexpiresizk T_ig ik ~ *trefresh 2 retry




SOA Record-=

$TTLS 86400
@ [/ IN SOA dns.slhs.tp.edu.tw. / sysadm.slhs.tp.edu.tw. (
2002022701 ; Serial
21600 :/Refresh
7200 ; Retry
3600000 ; Expire
360 ) ; Negative caching
Default TTL \ «¥f**cache:negative T & &% %

2, 2Fquerier, name serverwy
& 0 F ¥ cache 7 4«




SOA Record-=

RFC 1537:£%%
@ Refresh

@ Retry

@ Expire

@ Default TTL

24Hours
2'Hours
30 Days
4 Days




NS Record -

IN NS \ dns.slhs.tp.edu.tw.
I\ NS ‘netadm.slhs.tp.edu.tw.edu.tw.
IN NS  ns2.ntnu.edu.tw.

& — 1 § 7 ¢“zonesname serverzt& 3 - NS Record
‘Name serversraddress’t = FQDN, & i 3 — &k

ok % - B Az 8 £ Tab, flut * - fBresource record % — 1
# = &iname




Address and-Alias Record\-

dns IN A 203.72.185.1
WWW IN A 203.72.185.3
web IN CNAME/ www

mars IN A 203.72.185.22
earth IN A 203.72.185.25
proxy IN A 203.72.185.11
netadm IN A 203.72.185.15
smtp IN A 203.72.185.102

*origin % slhs.tp.edu.tw
B ¥ A fswm 4t origin, 5y:
esmtp -> smtp.slhs.tp.edu.tw.




Address and-Alias Record\-

dns IN A 203.72.185.1
WWW A 203.72.185.3
web CNAME /www

mars A 203.72.185.22
earth A 203.72.185.25
proxy A 203.72.185.11
netadm IN A 203.72.185.15
smtp IN A 203.72.185.102

Address
dns.slhs.tp.edu.tw.z_IP Address




Address and-Alias Record\-

dns IN A 203.72.185.1
WwWw IN A 203.72.185.3
web IN CNAME /www
NES IN A 203.72.185.22
earth IN A 203.72.185.25
proxy IN A 203.72.185.11
netadm IN A 203.72.185.15
smtp IN A 203.72.185.102
alias

*maps an alias to its canonical name
% s www.slhs.tp.edu.tw.7 ¥ - %] % »'web.slhs.tp.edu.tw.
ealias & F ¥ s d1 3R fresource recordenz £ ¥, % ¥ A+ S IR




Address and-Alias Record\-

www1  IN A 203.72.185.23
www1 [N A 203.72.187.100

Multi-homed Address

- 54 ®(F - Bdomain name)+ % i IP Address

=\




Address and-Alias Record\-

www1 [N A 203.72.185.23
www1 [N A 203.72.187.100
*Address Sorting

*DNS lookup return 7 i IP Address, 4r% requestor¥? name
server i [F — i#network, Rlname server ¢ #-# 17 ssaddressz
- B g

*Round Robin
4% # Address Sorting=* it , izt Address ¢ &t % -




PTR Records*<

1 IN  PTR dns.slhs.tp.edu.tw.

3 IN  PTR www.slhs.tp.edu.tw.

22 IN  PTR mars:slhs.tp.edustw.

25 IN  PTR earth.slhs.tp.edu.tw. | = » | oy
11 IN  PTR proxy.slhs.tp.edu.tw.

15 IN  PTR netadm.slhs:tp.edu.tw.

*Address-to-Name Mapping
*Origin¥_185.72.203.in-addr.arpa.( &-named.conf® % %)
«Address should point to only a single name(# ¥ 12 - canonical name)




Loopback Address

$TTL 86400
@  IN SOA dns.slhs.tp.edu.tw. sysadm.slhs.tp.edu.tw. (
2002022701 ; Serial

10800 ; Refresh
3600 , Retry
3600000 ; Expire
1h) * Minimun

IN NS dns.slhs.tp.edu.tw.
1 IN PTR localhost.

slookback address: 127.0.0.1/24
oflq Z:t\ E] o j\_E’/




Root Hints Data

A.ROQOT-SERVERS.NET.
B.ROOT-SERVERS.NET.

C/.ROOT-SERVERS.NET.

3600000 IN NS A.ROOT-SERVERS.NET

3600000 A 19841.04
3600000 NS B.ROOT-SERVERS.NET.

3600000 Al 128.9.0.107
3600000 NS C.ROOT-SERVERS.NET.
3600000 A 192.33.4.12

*4p diroot name server i 7 /%,@
”i; p $|ftp.rs.internic.net  #7

*Name Serveri#-root name server list i3 &2z B4 ¢ ,r7root hint
* TV A g FITTLE|HP @ 4% i“‘/T‘



ftp://ftp.rs.internic.net/

Configuration"File — named.conft (Slave Server)

options {
directory "/var/named";
I
zone "." {
type hint;
file "named.ca";
g
zone "0.0.127.in-addr.arpa" {
type master;
file "named.local";

zoneg “slhs.tp.edu.tw" in {
type slave;
file “slhs.zone";
master {203.72.185.1; };

I

zone “185.72.203.in-addr.arpa" in {
type slave;
file “203.72.185.rev";
master { 203.72.185.1; };

h




SubDomain.~ ccjhs.tp.edu.tw (Subdomain of tp.edu.tw)

origin is tp.edu.tw.
ccjhs IN NS dns1.ccjhs.tp.edu.tw.

$ORIGIN ccjhs.tp.edu.tw.

@ N NS /dns1.ccjhs.tp.edu.tw.
N NS/ dns2.ccjhs.tp.edu.tw.

dns1 N A 163.21.9.200

dns2 N A 163.21.9.201

dns1.ccjhs.tp.edu.tw.
dns2.ccjhs.tp.edu.tw.




SubDomain — 9.247163.in-addr.arpa
(Subdomain of 21.163.ip-addr.arpa)

origin is 21.163.in-addr.arpa.

9 IN NS dns1.ccjhs.tp.edu.tw.
IN NS ‘dns2.ccjhs.tp.edu.tw.




U I I B T

P

- Bzone¥ % 2 7 iFauthotitative name server

Primary Master #\ 3 — i

Slave Master 3 %

= NS Records® #-#75 name server:};] T

NS Records 7 1; “'1 #® & Primary, # 5 Slave
A Y, !

Slave Serveri# 1% 4 i /€ H v name server#-data load
izname servers: 7 *I Z_& Primary Master
& {&zonesauthoritative name servers > & & B




PDNS and \E-mall

@ MX Records'\—

e specify a mail exchanger fox a domain
name

e The mail exchanger will process or forward
mail for the domain name.
@ sendmail 3% 5 o L » DNS33 F
destination%_% 3 MX record, 4=% X 3 ,
£ = DNS33 F¥ destinationz_ [P Address




MX Record.-

origin<_slhs.tp.edu.tw.

«dofmain name-&_ms.slhs.tp.edu.tw l
l iz *NCQDN(% 18 7/— Bk)

@ IN MX 0 ms.slhs.tp.edu.tw.
(@) IN MX 10 smtp.slhs.tp.edu.tw.

spreference value I _
«i5¥ 4.l00p A 4 mail exchanger
evalued% |-, prioritya* 3

4 10 ~ 65535




MX Record.-

origin<_slhs.tp.edu.tw.
*domain name-#_ms.slhs.tp.edu.tw

l o2 "NEQDN(% 4 3/~ 2b)
@ I\ MX 3 smtp.tp.edu.tw.
(@) I\ MX 10 smtp.slhs.tp.edu.tw.
(@) IN MX 20 ms.slhs.tp.edu.tw.

spreference value I _
«i5¥ 4.l00p A 4 mail exchanger
evalued% |-, prioritya* 3

4 10 ~ 65535




MX Record.-

@ e@®

IN
IN
IN

MX S smtp.tp.edu.tw.
MX 10 smtp:slhs.tp.edu.tw.
MX 20 ms:slhs.tp.edu.tw.

*mail exchanger % 3 address record
*mail excahngerz ¥ % alias name




Security -

&/ACL — Access Control List

acl “SLHS-Campus" {
140.122.64.0/26;
203.72.185.0/24;
203.72.187.0/24;
127.0.0.1;




Security -

@ Restricting Queries

options {
directory "/var/named";
allow-query {
SLHS-Campus;

%




Security -
@ Restricting Queries

zone “slhs.tp.edu.tw" in {
type master;
file "named.hosts";
allow-query { any; };

X

zone “185.72.203.in-addr.arpa" in {
type master;
file "named.rev";
allow-query { any; };




Security -

@ Restricting Unauthorized Zone Transfer

options {
allow-transfer {203.72(185.15;140:122.65.221 } ;
directory "/var/named,
allow-query {

NTNU-Campus;
1 203.72.185/24 ;




Security -

@ Restricting Unauthorized Zone Transfer

Zane “slhs.tp.edu.tw” {
type slave ;
masters {203.72.185.1; } ;
file “ntnu.zone” ;
allow-transfer { none ; } ;

¥




& Forwarding

options {
forwards {140.111.1.2; 168.95.4.1; }
J#

@|f the request records are already in the name server’s authorititative data or
cached data, the name server answers with the information.

e|f the records aren't in tis database, it sends the query to a forwarder.
@|f no answer in a short period, it resume normal operation.




@ Forwarding \Only

options {
forwards {140.111.1.2; 168.95.1.1; }
forward only ;

It

erely complete on its forwarders
enever try to contact other name server, even the forwarders don’t give it answer




@ Caching-Only Server

mame servers not authorirative far any zones;

qptions {

directory “/var/named” ; ZOUICH

) type hint ;

| file “named.ca” ;

zone “0.0.127.in-addr.arpa” { }s
type master ;

file “named.local” ;

¥




@ Bogus'Name Server

options {
server 168.235.1.1 {
bogus yes ;
}s
It

e@configure name server not to ask questions of this server.




@ Blackhole Name Server

options {
blackhole {
10/8 ;
192.168/16 ;
ki ;
It

@configure name server not query name servers on the list and not respond
queries from these servers.




@ Dynamic Update

zone "ntnu.edu.tw" in\{
type master;
file "named.hosts";
allow-update {203.72.185.100 ; };




@ Dynamic Update

zone “slhs.tp.edu.tw™\in {
type slave;
file “slhs.zone";
allow-update {203.72.185/24 ; };

/

Only updates from IP address that match the address match list
will be forwarded.




f 34T fiv#¢ 3o\ (Round Robin)

WWW IN A 203.72.185.3
WWW IN A 203.72.185.4
pcl IN A 203.72.185.100
pc2 IN A 203.72.185.200

® 4ot T4 - B FQDN 7 & B2+ 2 [P fnk L3 e

@ v ENEEAAY E Bl e 236 A BIND9.X ¥
A0 B F ik Rk T (rset)

® DNS &5 & fL2 f % §7 > 4o www/mail 2 # 57 4] e
PRG% 2 VT R P B e Pogis(ex:Level 4 switch)




Subnetting-oh a Non-Octet/Boundary

@ Forward Mapping? ¢ 7 F/48
@& Reverse Mapping & 4w/
o ii— ?ﬁ’

o d X - H »3- wI12X £ |P Subnetz Reverse Mapping
o T3 i B iy ? 2 ¥ i~ { #7PTR Record

ST =S I8 L 2= AR 4l >N
e RELHTp FpEak
e Parent Name Server’f z_x 7N & 3248




Subnettingon a Non-Octet Boundary

Jo % #-163.21.100/24 % 2] % 161 sabnet
(% /28)% § /] \» & fels 16 B £ 2> DNS
L /S A e




Subnetting-oh a Non-Octet/Boundary

® BELECpFERAE
® 163.21.100.1-154% & & \dns.xxx.tp.edu.tw¢ =

1.100.21.163.in-addr.arpa. IN/ NS  dns.xxx.tp.edu.tw.
2.100.21.163.in-addr.arpa. IN' NS dns.xxx.tp.edu.tw.

15.100.21.163.in-addr.arpa. IN NS dns.xxx.tp.edu.tw.

$GENERATE 1-15 $.100.21.163.in-addr.arpa. IN NS dns.xxx.tp.edu.tw.




$ORIGIN 100.21.163.in-addr.arpa.
;R 16 (i FaETfE T P

sch1-16 IN NS dnsl.xxx.tp.edu.tw.
sch1-16 IN NS dns2.xxx.tp.edu.tw.
25 {ElEkF

sch2-16 IN NS dnsl.yyytp.edu.tw.
sch2-16 IN NS dns2.yyy.tp.edu.tw.

R IEEE 16 {EERFT

:DUSGENERATE #y 5=, » 217 CNAME £ &4 s 144 -
SGENERATE 0-15 $ CNAME $.sch1-16
$SGENERATE 16-31 $ CNAME $.sch2-16

JHRIELSFAE 16/ E0]

e

» 7 X %39 163.21.100.1 2 ~ f2p5 » € 4 3|2 CNAME
2 1l.sch1-16.100.21.163.1n-addr.arpa.

® JLpFschl #RHEF 28 LB TR S
e zone “schl-16.100.21.163.in-addr.arpa”




#/ete/mamed.conf

zone “sch1-100.21.163.in-addr.arpa™, {
type master;
file “sch1-100.21.163.rev”’;

13

;file sch1-100.21.163.rev

;SOA/NS 3 4, %

SORIGIN sch1-100.21.163.in-addr.arpa.

| IN PTR  dnsl.xxx.tp.edu.tw.

2 IN PTR  dns2.xxx.tp.edu.tw.

SGENERATE 3-15 $ PTR pcS.xxx.tp.edu.tw.




DNS and Firewalls

@ Two major families of firewall software

e packet filters
e operate at transport and network level
e transport protocol(T/CP/UPD)
e [P Address
e network port
e application gateways
e operate at application protocol level




DNS and-Firewalls -

Using forwarders

internal/query

N TARNY

Internet SRR DNS
Host
Internal
Network

“forwards { 203.72.185.1;}




DNS and.Firewalls -

options {

forwards {203.72.185.1;} ;
¥
zone “private.ntnu.edu.tw” {
type slave;
masters {192.168.1.1; } ;
file “private.zone”;

forwards { } ;




DNS and kirewalls -

acl “internal” {
192.168/24 ;

}

View “internal” {
match-clients { “internal”; } ;
recursion yes ;
zone “slhs.tp.edu.tw” {

type master ;

file “private.zone” ;




DNS and kirewalls -

View “external” {
match-clients { any; } ;
recursion no ;
zone “slhs.tp.edu.tw” {

type master ;

file “private_ext.zone”;




F SRR A 4
@ 7L { A7ie X 7 H-serial number3 4
@) IN  SOA dns.slhs.tp.eduitw. sysadm.slhs.tp.edu.tw. (
2002022701 /; Serial
® primary master server i { #71s X 7

reload i %t
Kill —\HUP <PID>




2R

@ slave servers ;# j¥ primary server load
= il
Xis

o allow-transferiz : (master:3)
allow-transfer {203.72.185.15;140.122.65.221; } ;

e master name serverz_ |P Addressiés 3%
master { 203.72.185.1; };

o L‘]%‘ﬁ’/é FFB ’E
e Masterz_zone data files # 4%
e . syntax error




L2 dg o

® 3 +v (12 2z)forward mapping F #2115/ iL 7
v~ (13 22) ¥ 2. PTR Record

\

news IN A 203.72.185.101

101 IN PTR news.slhs.tp.edu.tw.




O Z2_ 4R
@ pzone data file® , % 7z 4t tailling dot.

IN NS dns.slhs.tp.edutw.
101 IN  PTR/ news.slhs.tp.edu.tw.
@ IN MX" 5 smtp.slhs.tp.edu.tw.




L2 dg o

@ WMissing Subdomain Delegation
o ;X 3 BParentName Serverzis
@ local domain name'not set
e resolv.conf¥ x 2%/domain

domain slhs.tp.edu.tw
nameserver 203.72.185.1




@ |Incorrect-Subdomain Delegation
(lame server)

$TTL 86400
@) IN  SOA dns.slhs.tp.edu.tw./ sysadm.slhs.tp.edu.tw. (
2002022701 ; Serial

21600 : Refresh

7200 ; Retry

3600000 , Expire

360 ) ; Negative caching

IN NS dns.slhs.tp.edu.tw.
IN NS netadm.slhs.tp.edu.tw.
IN NS dns.hinet.net.




@ TTL not-set

$TTL/ 86400
@) IN  SOA dns.slhsitp.edu.tw. sysadm.slhs.tp.edu.tw. (
2002022701 ; Serial

21600 ; Refresh

7200 ; Retry

3600000 ; EXpire

360 ) ; Negative caching

IN NS dns.slhs.tp.edu.tw.
IN NS netadm.slhs.tp.edu.tw.
IN NS ns2.ntnhu.edu.tw.




ERN

@ zone transfer fails because of proprietary
WINS record

e "Setting only affectdocal server’ filter out the
WINS record for that zone.

@ IN WINS &IP Address of WINS Server




Debug Tool

@ nslookup
& dig
dig [@server] domain [query-type] Jquery-class)\[+query-option]
[-dig-option]

@server: name server

domain: £ % 33 ss"domain name

query-type: A, MX, NS, SOA...

query-class: in, any

query-option: [no]debug, [no]recurse, [no]vc...




2 nslookup ik H¥(1)

[root@pc071 named}# nslookup Fx s nslookup 2 3% 5%
Default/Server:“dns1.tp.edu.tw i A3 nameserver
Address: 163.21.249.166

> sef q=soa & LAz 5 SOA T3
> tp.edu.tw. % xxx.com.tw.

Server: dns1.tp.edu.tw
Address: 163.21.249.166

e

tp.edu.tw he Zone #r7|2 P F
origin = tp.edutw
mail addr = netadm.tp.edu.tw
serial = 2003111301
refresh = 86400 (1D)
retry = 3600 (1H)
expire = 604800 (1W)
minimum = 172800 (2D)




2 nslookupig HE(2)

X Ty %kEFQSOA’% o —
XXX.com.tw nameserver = nsl.xxx.com.tw € 30 L8 NS ?\: 2 2 NS
XXX.COm.tw nameserver = ns2.xxx.com.tw. Bk o gkﬁ; 8P| ch
nsl.xxx.com.tw internet address =211.72.211.1 {i“é‘fi 20 N 3‘%/&:&3 %o
ns2:xxx.com.tw internet address =211.72.211.2 A& EHIDNS R €5 AL

O sét q=soa 2. #* it > ' SOA *i/> & & ¥ & ®A # TYPE (4 NS
A>MX »CNAME > PTR ...E 7% Fiér) > WA EE OF
21

Q&4 #:8 (F ket b))

nslookup —q=soa xxx.com.tw.




2 nslookup ik B (3)

[root@pc071 named]# nslookup
Default Server: dns1.tp.edu.tw
Address: 163.21.:249.166

> server gdns.hinet.net
Default Server: dns.hinet.net
Address: 168.95.1.1

> set g=ns

> hinet.net

Seryver: dns.hinet.net
Address: 168.95.1.1

DU T S5 RS

>|s —d hinet.net
[dns.hinet.net]
*** Can't list domain hinet.net.: Unspecified error

>server dns1.tp.edu.tw.
>ls —d_tp.edu.tw

12 dns.hinet.net #2 % DNS Server

® T H NS jar

% dns.hinet.net & £ Is (list) —d
(domain) F# (¥ AXFR) » 4 % % 4k
iE

Is—d 2z 345 4 # i * **BIND 9% 5

(g v& i 4) o 7w nsl I # AXFR >
% i 7F Client IP # AXFR B ¢ 7| 4!

DIFESIH tp.edutw. g ZoneFile A%

Zone File p %




2 nslookup g HE(4)

>set g=a

>www.tp-edu.tw.

Server! dns.tp.edu.tw
Address: 163.21.249.166

Name: www.tp.edu.tw
Addresses: 163.21.249.178

>Www.msn.com.
Server: dns.tp.edu.tw
Address: 163.21.249.166

Non-authoritative answer:
Name: www.msn.com

Addresses: 207.68.171.245 > 207.68.171

207.68.172.234 > 207.68.173.244 >
207.68.173.254 > 207.68.171.244

% 3 www.msn.com. 3 3L > 7 S IP o

g _pb ?:ff—fé,i Round Robin

L H-xTadAApRER > FT 55—1— #IP
A FURTE AR L8 Gl U

A s 207.68.171 247 5 e 3 E‘i‘* £
i $1207.68.171244 » 7 & 5| § {4 fr2
3T %

L m e LT A D] 0 ©

% root servertrizk F_it ¥

1247 >




Dig(1) -

root@dns ~ > dig slhs.tp.edu.tw ns

; <<>> DiG 9.2.2 <<>> slhs.tp.edu.tw ns

;; global options: printcmd

;; Got answer:

;; >>HEADER<<- opcode: QUERY, status: NOERROR, id: 32981

;; flags: qr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: 0, ADDITIONAL: 2

;; QUESTION SECTION:
;slhs.tp.edu.tw. N NES

;; ANSWER SECTION:

slhs.tp.edu.tw. 64998 IN NS netadm.slhs.tp.edu.tw.
slhs.tp.edu.tw. 64998 IN NS  dns.slhs.tp.edu.tw.
slhs.tp.edu.tw. 64998 IN NS  ns2.ntnu.edu.tw.

;; ADDITIONAL SECTION:
dns.slhs.tp.edu.tw. 64998 IN A 203.72.185.1
netadm.slhs.tp.edu.tw. 64998 IN A 203.72.185.15

;; Query time: 2 msec

;; SERVER: 163.21.249.166#53(163.21.249.166)
;; WHEN: Fri Nov 21 23:20:36 2003

;; MSG SIZE rcvd: 126



Dig(2) -

root@dns ~>dig ibm.com ns +norec

; <<>>DiG 9.2.2 <<>> ibm.com ns +norec

;; global options: printcmd

;; Got answer:

;; >>HEADER<<- opcode: QUERY, status: NOERROR, id: 63889

;; flags: qr ra; QUERY: 1, ANSWER: 0, AUTHORITY: 13, ADDITIONAL: 0

;; QUESTION SECTION:

:ibm.com. 1\ NS

;; AUTHORITY SECTION:

com. 172695 IN NS A.GTLD-SERVERS.NET.
com. 172695 IN NS B.GTLD-SERVERS.NET.
com. 172695 IN NS C.GTLD-SERVERS.NET.
com. 172695 IN NS D.GTLD-SERVERS.NET.
com. 172695 IN NS E.GTLD-SERVERS.NET.
com. 172695 IN NS F.GTLD-SERVERS.NET.
com. 172695 IN NS G.GTLD-SERVERS.NET.
com. 172695 IN NS H.GTLD-SERVERS.NET.
com. 172695 IN NS |.GTLD-SERVERS.NET.

com. 172695 IN NS  J.GTLD-SERVERS.NET.



Dig(3) -

root@dns ~ > dig ibm.com ns

; <<>>DiG 9.2.2 <<>> ibm.com ns

;; global options: printcmd

;; Got answer:

;; >>HEADER<<- opcode: QUERY, status: NOERROR, id: 44136

;; flags: qr rd ra; QUERY: 1, ANSWER: 5, AUTHORITY: 0, ADDITIONAL: 0

;; QUESTION SECTION:

;ibm.com. 1\ NS

;; ANSWER SECTION:

ibm.com. 172800 IN NS ns.almaden.ibm.com.
ibm.com. 172800 IN NS internet-server.zurich.ibm.com.
ibm.com. 172800 IN NS ns.ers.ibm.com.

ibm.com. 172800 IN NS ns.austin.ibm.com.

ibm.com. 172800 IN NS ns.watson.ibm.com.



Win2000 DNS= Create.\New Zone
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Win2000 DNS= Create.\New Zone

HigRIEEE

B/
Windows o LU =5 FARMELE T RIEEER -

SRR BRI R IZAREY.
~ oy,

A B TFREE Active Directory « 35 {EERIEHFZ T HEHEESHTFH -
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" FRERBRIED) %
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Win2000 DNS= Create.\New Zone

HigRiEE

BigAH
SHEEHEAMH -

SEi A BIEEDRTE (FI40: "example microsoft com."):




Win2000 DNS= Create.\New Zone

BiEER
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Win2000 DNS~ Create New Reverse-Mapping Zone
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Win2000 DNS~"Create New Reverse-Mapping Zone
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Win2000 DNS~"Create New Reverse-Mapping Zone
FERERE
FANHERS

B A ERE R0 (i R R AR E B RehEEH IP (U
HHEERE DNS 2% -

sER A MR R S RIZAHE - RESRIR AE ERE -

¢ iBREHREE):
|163 21 .100] .

AR ATTERRE SRS _ HEA 0 ENg LR ERERE L - HI0 iR
1% 169 g7 [®i9, 169 in-addr.arpa * MAEEEERIRS 1600 BlEri@ 7 [&iz,
0.169 t-addr.arpa.

C RAFERZRIEZHET):




Win2000 DNS~"Create New Reverse-Mapping Zone

EigiEx
Fop LR — AR REER - SERE R ENERESE -

EHRERVHFNREEE @ EREERARERPEEESARTFERE?
« HEERE R HaRC):
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Win2000 DNS~ Create New Reverse-Mapping Zone

|2 igR0 (8w | HE® =
| #iw #R® || e - | Bm X EFRE| @2
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Win2000 DNS=SOA Record
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