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AAREAY

Am
& +0¢ 53| «h Domain &_ccjh.tp.edutw - 4k 3 T 384 % - H ¢ @ A 385 DNS Server »
a4 rfﬁ-l’? IP %4
dnsl.ccjh.tp.edu.tw (Master IP)
dns2.ccjh.tp.edu.tw (Slave IP)
www.ccjh.tp.edu.tw (163.21.252.10)
mail.ccjh.tp.edu.tw (163.21.252.11)
ftp.ccjh.tp.edu.tw (163.21.252.12)
F ¥ 53 «h 1P Address = — 1 Class C » F# 5 163.21.252.0/24 -
FE = FE A 7% Master/Slave B #% » IR 0 F f3'% PR TP - R o
A X P Master IP 3 * 37 PC 2 [P SlaveIP RI:F =+ F 5§ - 3L X Master/Slave
KEFP2ZFZLE o

Tk

7= > named.conf

= = ¥R 2. Zone Data File : Forward ~ Reverse ~ Root ~ LocalHost °
Ex# named

¥ & logfile » % #7127 Debug

dns1 2. named.conf p 3 # & :
options {
directory "/var/named";

I3
zone "."{ ¥_#& root dns Server “ih %, ¥ d
type hint; ftp:/ftp.internic.net B~{¥ & 34 {7
) file "named.ca’; dig @a.root-servers.net . ns > /var/named/named.ca
zone "ccjh.tp.edu.tw" { 5 cejh.tp.edu.tw
type mgster; % A 47 4 3¢ (Master)
\ file"ccih.tp.edu.tw.hosts™ & j24(FQDN->IP) 5 ccjh.tp.cdu.twhosts
zone "252-21-:63-i“'addr-arpa"{ [P211.72100X 2 F f& ' IP il g & F B & 4 s
ype masier, . v
flle u1 63.21 .252.I'eV"; ﬁ**&j(IP->FQDN) =S 163.21.252.I‘GV
I

zone “0.0.127.in-addr.arpa” { //...localhost % %%},



ftp://ftp.internic.net/
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I f24§ ccjh.tp.edu.tw.hosts B 7 # & :

$TTL 4d
ccjh.tp.edu.tw.

dns1
dns2
mail
WWW
ftp

IN SOA

dns1.ccjh.tp.edu.tw. sysadm.mail.ccjh.tp.edu.tw. (

2003021901 : Searil number

24h
2h
30d
1h)
IN
IN
IN
IN
IN
IN
IN

; Refresh
; Retry
; Expire
; Negative Cache
dns1.ccjh.tp.edu.tw.
dns2.ccjh.tp.edu.tw.
Master IP
Slave IP
163.21.252.11
163.21.252.10
163.21.252.12

F j#i% 163.21.252.rev p % § )

$TTL 38400
@

<|P>
<|P>
10
11
12

dns2 2. named.conf p F # 5| :

options {

IN SOA
2003122601
24h

2h

Tw

1h)

IN NS
IN NS
IN PTR
IN PTR
IN PTR
IN PTR
IN PTR

directory "/var/named";

3

zone "." {

type hint;

file "named.ca";

| #

zone "ccjh.tp.edu.tw" {

type slave;

dns1.ccjh.tp.edu.tw. sysadm.mail.ccjh.tp.edu.tw. (
; Searil  number
; Refresh
; Retry
; Expire
; Negative Cache
dns1.ccjh.tp.edu.tw.
dns2.ccjh.tp.edu.tw.
dns1.ccjh.tp.edu.tw.
dns2.ccjh.tp.edu.tw.
www. ccjh.tp.edu.tw.
mail. ccjh.tp.edu.tw.
ftp. ccjh.tp.edu.tw.

masters :};, 4 & 7R [P #4 Zone Transfer o
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masters {dns1 7 |P;} ;
file "ccjh.tp.edu.tw.zone";

3

zone "163.21.252.in-addr.arpa" {
type master;
masters {dns1 1 IP;} ;

file "163.21.252.rev";
|

zone “0.0.127.in-addr.arpa” { //...localhost #*% =z},
AR LFRMMNFRIMMEE -

FAR

I dnsl 2 dns2 2 &t F j#fperaE 2B B 5 @2 I 7
II. Masters ¥ 4ok % % B IP > ¢ § © Ay 2 2

v gRiE R 1S 0 i fTeiRl 0 ¥ 2 % BIND tool > i nslookup £ dig k £33 -

Resource Record # 3¢ :

www.ccjh.tp.edu.tw. 3600 IN A 211.72.100.10
FQDN TTL Class Type RData
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hP XSS ¥

e

Fi? FIRZ T %P £8 5 > S B2 4% Domain chg I F 5 { 5 ehp d 23 > &
& ccjh.tp.edu.tw.iz i Domain ¢ > % 4 J—- SubDomain ## % lib - » ﬁ*{ﬁ FQDN 3

lib.ccjh.tp.edu.tw. » B3 43 Web Server » Mail Server * book(F B i ) » A4 % H1 % B

4o B -
ccjhs.tp.edu.tw

lib.ccjhs.tp.edu.tw ftp

WWW mail book

W2 4e= oA e IP Address 5 163.21.252.110 ~ 163.21.252.111 % 163.21.252.112 -

B - ~ R F 55 0 R F SubDomain 7 3] 0 A F I #24E% ¥ — Name Server # 52

BY S~ FAEHCGS %0 SubDomain #2484 ¥ — Name Server # I > A AR ¢ Fig L
dns2 ¢ 3T o

AR AITED B
5%
i£;£ - : dnsl 2 :x¥t & 2. Zone Data File
T2 = ‘dnsl 3 2%+ & 2. Zone Data File;dns2 % ¢z named.conf & = * %} & 2. Zone Data File
& #7EL#H named
# % logfile » % # /P22 Debug

\“h—

F .
2 Z it 244 ccjh.tp.edu.tw.hosts :
$TTL 4d

ccjh.tp.edu.tw. IN SOA dns1.ccjh.tp.edu.tw. sysadm.mail.ccjh.tp.edu.tw. (
2003021901 ; Searil  number

24h ; Refresh
2h ; Retry
30d ; Expire
1h) ; Negative Cache
IN NS dns1.ccjh.tp.edu.tw.
IN NS dns2.ccjh.tp.edu.tw.
dns1 IN A Master IP
dns2 IN A Slave IP
mail IN A 163.21.252.11

5
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www IN A 163.21.252.10
ftp IN A 163.21.252.12
www.lib IN A 163.21.252.110
mail.lib IN A 163.21.252.111
book.lib IN A 163.21.252.112

B % 432 = 7 RR(Resource Record)» # & =
@ORIGIN lib.ccjh.tp.edu.tw.

www IN A 163.21.252.110
mail IN A 163.21.252.111
book IN A 163.21.252.112

PRAE: D fRRY MBI ErT R AR VRS RE G R?

BB E O DNS B¢ et N LT g TR R T R H end g er s
#opF > 3 435 K F i DNS hE 3L 4 B > 3-E A8 DNS chf o dok 3 R 5 oo
A4t eris & DNS Restart st i s #1840 Fenf B2 g5 o Sfrd Rin s § AP ¢ &
H IR & ccjh.tp.edutw. el LT £ 2 > Sub-Domain> i&% Sub-Domain d T & H i
piFEa

(A=
dnsl @ 3 it {24 ccjh.tp.edu.tw.hosts :
$TTL 4d

ccjh.tp.edu.tw. IN SOA dns1.ccjh.tp.edu.tw. sysadm.mail.ccjh.tp.edu.tw. (
2003021901 ; Searil  number

24h ; Refresh
2h ; Retry
30d ; Expire
1h) ; Negative Cache
IN NS dns1.ccjh.tp.edu.tw.
IN NS dns2.ccjh.tp.edu.tw.
dns1 IN A Master IP
dns2 IN A Slave IP
mail IN A 163.21.252.11
www IN A 163.21.252.10
ftp IN A 163.21.252.12
lib IN NS dns2.ccjh.tp.edu.tw.

®Z 4ix- 7 RR(Resource Record)~ # & =
$ORIGIN lib.ccjh.tp.edu.tw.
@ IN NS dns2.ccjh.tp.edu.tw.

BAE i dnsT B R4 § MBI TR RE AR Ve SRR E RO

dns2 & fieh¥ !
2 #2 named.conf 4§ : 3 v
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zone ‘“lib.ccjh.tp.edu.tw” {
type master,
file "lib.ccjh.tp.edu.tw.hosts";

}Lf > ¥ & 0 zone data file (lib.ccjh.tp.edu.tw.hosts)

$TTL 4d

@ IN SOA dns2.ccjh.tp.edu.tw. sysadm.mail.lib.ccjh.tp.edu.tw. (
2003021901 ; Searil  number
24h ; Refresh
2h ; Retry
30d ; Expire
1h) ; Negative Cache
IN NS dns2.ccjh.tp.edu.tw.

WWw IN A 163.21.252.110

mail IN A 163.21.252.111

book IN A 163.21.252.112

AR -

dns2 7 B Bl Z A fEpL P -

1T @A HAELL?

2. NS Record * % % Name Server i dns2.ccjh.tp.edu.tw.> 5 =% Z * ARecord %z % H
IP Address ? # e 2 & % ARecord Z_s IP Address ?

3. 4r® FpEk TR 20 & A7%- 5 Name Server + % ?

4. 4oF 3 ¥ - = Class C IP Address (211.72.101.0/24) - iz % Class C Address & #:1#
XREIHE2EgRERY > BE 475 p e Name Server—ns1.lib.ccjh.tp.edu.tw 2
ns2.lib.ccjh.tp.edu.tw > & dns1.ccjh.tp.edu.tw % ns1.lib.ccjh.tp.edu.tw &% = Name
Server & 4riw ik T_9?

5,40 > & ¥ * - %2 Class C IP Address(+r & #~ 2. 211.72.100.0/24) > = & 3
211.72.100.128/26( % 211.72.100.128~211.72.100.191)iz 64 B IP Address $:1# 4 B
% 4:oName Server ¥ 32 B dns1.ccjh.tp.edu.tw 2 ns1.lib.ccjh.tp.edu.tw iz % = Name
Server e F RN Ao ek ?

wp

® A zone and a domain may share the same domain name but contain different nodes.

® - FiHEp 7 ¢ odomain € 7 — 1 name server, # #7{ § % F firaizone, T H
# 7 7 2424 ¢ 32 H subdomain

® Zone is bounded by delegation, it never includes delegated data.
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E-Mail & DNS :

R

13 - &~ Mail Server » # FQDN &_mail.ccjh.tp.edu.tw. » 3215 KB R 15 44 -

1. @& * 3 <H E-Mail Address @1 % % mail.ccjh.tp.edu.tw > &]4e:tom@mail.ccjh.tp.edu.tw -
# DNS }F ek ¢

2. 4o & & E-Mail Address & € §5°®° 2@ & & ccjh.tp.edu.tw > 4= tom@ccjh.tp.edu.tw > DNS
s r—rr‘r/Q C

30 2 g ko BAvRP G OV - SR GE %;4* & 20 % F F #48 (4o Interscan) » 2 FQDN
% scan.ccjh.tp.edu.tw. » & i #8{% i.‘q_ﬁ H¥F S > £ ¥ 3 mailccjh.tp.edu.tw » DNS fdoi@
®?

4, 4o& @# 52LSED oo smiptp.edutw #F 3 0 £ ¥ T mail.ccjh.tp.edu.tw > DNS & 4ri@
®KE?

#H 3

2 2z ccjh.tp.edu.tw #7 ¥} J& 1 Zone Data File

£ RTFcd» named

1. dnsl 3 #z i 24§ ccjh.tp.edu.tw.hosts :

$TTL 4d

ccjh.tp.edu.tw. IN SOA dns1.ccjh.tp.edu.tw. sysadm.mail.ccjh.tp.edu.tw. (
2003021901 ; Searil  number

24h ; Refresh
2h ; Retry
30d ; Expire
1h) ; Negative Cache
IN NS dns1.ccjh.tp.edu.tw.
IN NS dns2.ccjh.tp.edu.tw.
mail IN MX 0 mail.ccjh.tp.edu.tw.
dns1 IN A Master IP
dns2 IN A Slave IP
mail IN A 163.21.252.11
www IN A 163.21.252.10
ftp IN A 163.21.252.12
mail IN MX 0 mail.ccjh.tp.edutw.izi7+ ¥ B = :

mail.ccjh.tp.edu.tw. IN MX 0 mail.ccjh.tp.edu.tw.

2. dnsl 3 3z #* f24% ccjh.tp.edu.tw.hosts :

$TTL 4d

ccjh.tp.edu.tw. IN SOA dns1.ccjh.tp.edu.tw. sysadm.mail.ccjh.tp.edu.tw. (
2003021901 ; Searil  number

24h ; Refresh

2h ; Retry

30d ; Expire

1h) ; Negative Cache
IN NS dns1.ccjh.tp.edu.tw.

8
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IN NS dns2.ccjh.tp.edu.tw.
IN MX 0 mail.ccjh.tp.edu.tw.
dns1 IN A Master IP
dns2 IN A Slave IP
mail IN A 163.21.252.11
www IN A 163.21.252.10
ftp IN A 163.21.252.12

% Mail Exchanger( £_3. &t 1< 2 ¢ mail.ccjh.tp.edu.tw)z Mail Server 42 5% (4= sendmail -
Postfix) /f 3% #_#-i% /L ccjh.tp.edutw 3= p ¢ & & % Bhjcie A 45

3. dnsl i3 3z it f#4§ ccjh.tp.edu.tw.hosts :
$TTL 4d

ccjh.tp.edu.tw. IN SOA dns1.ccjh.tp.edu.tw. sysadm.mail.ccjh.tp.edu.tw. (
2003021901 ; Searil  number

24h ; Refresh

2h ; Retry

30d ; Expire

1h) ; Negative Cache
IN NS dns1.ccjh.tp.edu.tw.
IN NS dns2.ccjh.tp.edu.tw.

IN MX 0 scan.ccjh.tp.edu.tw.
IN MX 10 mail.ccjh.tp.edu.tw.

dns1 IN A Master IP
dns2 IN A Slave IP

mail IN A 163.21.252.11
wWwWw IN A 163.21.252.10
ftp IN A 163.21.252.12

& scan.ccjh. tp.edu. tw ! PR EIHF2F P I BAL R * P ¥ ERRAEBFLZEMAD 0
¥ o> B 423 % mail. ccjh. tp. edu. tw o

B

I 4r% scan.ccjh.tp.edu.tw # X T4 = & 13 £ 4£% ¥ mail.ccjh.tp.edutw € 7 i+ A g
49

IL3)X IN MX 0 scanccjhtp.edutw.> IN MX 10 mail.ccjh.tp.edu.tw £ ¥ %
IN MX 0 scan.ccjh.tp.edutw 6% %] 7842 9

4. #-t3 i ¢ Domain(ccjh.tp.edu.tw) ~ 4z i3 1 87 FQDN 2 # IP Address °

dnsl @ 32 ¢ 24} ccjh.tp.edu.tw.hosts :

$TTL 4d

ccjh.tp.edu.tw. IN SOA dns1.ccjh.tp.edu.tw. sysadm.mail.ccjh.tp.edu.tw. (
2003021901 ; Searil  number

24h ; Refresh
2h ; Retry
30d ; Expire

9



dns1
dns2
mail
WWW
ftp

; Negative Cache

dns1.ccjh.tp.edu.tw.

dns2.ccjh.tp.edu.tw.
0 smtp.tp.edu.tw.

10 mail.ccjh.tp.edu.tw.

Master IP
Slave IP
163.21.252.11
163.21.252.10
163.21.252.12

BAL e g RR R 3 ) P LB ?

B AE

% @ & 2% ¥ MX Record ?

10

93/2/19 ik



93/2/19
R
A F P PR ] e @ R FDNS o
"L ¥ F 4F 21 DNS ¥ 12§ dnsl & Zone Transfer > dns2 7 w35 = i@ § *oi? # i Zone
Transfer °
T
i3 = named.conf

el

s
A
1.
2.

options {
directory "/var/named";
allow-query { 163.21.252.0/24; } ;
allow-transfer {dns2 7 1P;} ;

zone "ccjh.tp.edu.tw" {
type master,
file "ccjh.tp.edu.tw.hosts";
allow-query { any; };

| #

zone "252.21.163.in-addr.arpa" {
type master,
file "163.21.252.rev";
allow-query { any; };

|
ReAF

I. % options % zone ® 3% Z_allow-query 110 i @ ?
IL 4rit j282 F 2% B Zone & & %] ©3F 7 Fp 7 [P % Zone Transfer > & 4rim 3k 9
III. *T+4] Zone Transfer s1* 7, & @ ?

11
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#2445 £ (ACL) :
A
4o % §f«‘z"$ 7R & e163.21.252.xxx 2 ¢ 0 x ¥ F] A @ Class C 2 1P Address » 4 %] &
163.21.1.xxx % 163.21.2.xxx °
# named.conf ® & * allow-query *34]4& ¢t & "5 i# * § & c DNS » 4o 2 named.conf 3% T_
LHF -
#H 3
g #z named.conf > & H ¢ # * acl &k 7
& A7 named

i3 22 named.conf :
acl ccjh_campus {

163.21.252.0/24; 163.21.1.0/24; 163.21.2.0/24;
h

options {

allow-query { ccjh campus; } ;

acl 2854

acl acl name

IP; IP =4t IP/[netmask]

DN; F B LA *twnicnettw
path_name; FhE 4, M5 ACL

CIDR; IP £2163.21.249.128/25

None; Z3 Eie IP

Any; iz IP

Localhost; localhost ( 127.0.0.1)

Localnets: 4+ e [P/Netmask (7 4p it e §2,)

12
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I LV

#-474 T "53] #2 DNS Query chi L4834 & o priedrar} 7 27 30

¥ 1 Query °

T E

{ #x named.conf > % H ¥ & * acl &

£ A7 H named

e

T

7. named.conf ¥ 4 >

logging {

channel SEC log {

3

channel QUERY log {

file "/var/log/dns-sec.log" versions 3 size Im;
severity info;

print-severity  yes;

print-time yes;

file "/var/log/dns-query.log" versions 3 size 1m;

severity info;
print-severity  yes;

print-time

3

yes;

category security { SEC log; };
category queries { QUERY log; };

}s

dns-query.log § & :

Feb 14 16:46:14.386 info:
Feb 14 16:46:24.354 info:
Feb 14 16:46:31.442 info:
Feb 14 16:46:32.794 info:
Feb 14 16:46:39.917 info:
Feb 14 16:46:39.919 info:
Feb 14 16:46:39.920 info:
Feb 14 16:46:48.149 info:
Feb 14 16:46:48.151 info:
Feb 14 16:46:48.152 info:
Feb 14 16:46:55.600 info:
Feb 14 16:46:59.332 info:
Feb 14 16:46:59.334 info:
Feb 14 16:47:07.891 info:

dns-sec.log # | :

Feb 11 00:42:00.012 info:
Feb 11 00:42:00.224 info:
Feb 11 00:42:00.983 info:

client 139.175.252.16#2059: query: ms.slhs.tp.edu.tw IN A

client 203.72.185.10#1491: query: seed.net.tw IN MX

client 172.16.1.202#2962: query: www.symantec.com IN A

client 168.95.192.148#32805: query: proxy.slhs.tp.edu.tw IN A

client 203.72.185.102#39886: query: ms.slhs.tp.edu.tw IN A

client 203.72.185.10#1493: query: 102.185.72.203.in-addr.arpa IN PTR
client 203.72.185.10#1494: query: smtp.slhs.tp.edu.tw IN A

client 203.72.185.102#39886: query: ms.slhs.tp.edu.tw IN A

client 203.72.185.10#1495: query: 102.185.72.203.in-addr.arpa IN PTR
client 203.72.185.10#1496: query: smtp.slhs.tp.edu.tw IN A

client 203.72.185.1#2305: query: 42.81.216.61.in-addr.arpa IN PTR
client 203.72.185.1#2306: query: 42.81.216.61.in-addr.arpa IN PTR
client 203.72.185.1#2307: query: 61-216-81-42. HINET-IP.hinet.net IN A
client 140.122.53.102#1026: query: microsoft.com IN A

client 61.55.138.141#2562: query (cache) denied
client 61.55.138.141#2562: query (cache) denied
client 61.55.138.141#2562: query (cache) denied

Feb 11 00:43:31.480 error: client 203.72.187.234#3447: update 'slhs.tp.edu.tw/IN' denied

13



Feb 11 00:43:31.495 error
Feb 14 16:23:12.182 error
Feb 14 16:23:12.199 error
Feb 14 16:23:12.215 error
Feb 14 16:23:12.232 error
Feb 14 16:26:31.447 info:
Feb 14 16:31:31.445 info:
Feb 14 16:36:31.443 info:
Feb 14 16:41:31.443 info:

dns-lamer.log # | :
Feb 14 16:27:56.979 info:
Feb 14 16:27:56.980 info:

lamer Server P @
1358 8§ com.tw 1

93/2/19 ik

: client 203.72.187.234#3452: update '187.72.203.in-addr.arpa/IN' denied
: client 203.72.187.234#15941: update 'slhs.tp.edu.tw/IN' denied

: client 203.72.187.234#15947: update 'slhs.tp.edu.tw/IN' denied

: client 203.72.187.234#15953: update 'slhs.tp.edu.tw/IN' denied

: client 203.72.187.234#15959: update 'slhs.tp.edu.tw/IN' denied

client 172.16.1.202#2958: query (cache) denied

client 172.16.1.202#2959: query (cache) denied

client 172.16.1.202#2960: query (cache) denied

client 172.16.1.202#2961: query (cache) denied

lame server resolving 'settv.com.tw' (in 'settv.com.tw'?): 61.63.90.100#53
lame server resolving 'settv.com.tw' (in 'settv.com.tw'?): 61.63.90.100#53

name server j 7Ri :

root@dns [4:51pm] ~ > dig com.tw ns

;; QUESTION SECTION:

;com.tw. IN NS

:; ANSWER SECTION:

com.tw. 518400 IN NS ns2.cuhk.edu.hk.

com.tw. 518400 IN NS a.twnic.net.tw.

com.tw. 518400 IN NS b.twnic.net.tw.

com.tw. 518400 IN NS c.twnic.net.tw.

com.tw. 518400 IN NS d.twnic.net.tw.

com.tw. 518400 IN NS e.twnic.net.tw.

:; ADDITIONAL SECTION:

a.twnic.net.tw. 46441 IN A 192.83.166.9

a.twnic.net.tw. 29448 IN AAAA 2001:288:1:1002:2¢0:18ft:fe77:f174
b.twnic.net.tw. 47158 IN A 192.72.81.200

c.twnic.net.tw. 47158 IN A 168.95.192.10

d.twnic.net.tw. 47213 IN A 210.17.9.229

d.twnic.net.tw. 32445 IN AAAA 2001:¢c50:1fff:1:2e0:18ff:fe95:b22f
e.twnic.net.tw. 47204 IN A 211.79.207.25

ns2.cuhk.edu.hk. 90134 IN A 137.189.6.21

2.7] a.twnic.net.tw §* { § settv.com.tw " name server 3 784 !

root@dns [4:53pm] ~ > dig @192.83.166.9 settv.com.tw ns

;; QUESTION SECTION:
;settv.com.tw.

+norec

NS

;; AUTHORITY SECTION:

settv.com.tw.

86400 IN NS

14

setweb.settv.com.tw.
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settv.com.tw. 86400 IN NS sanlih.com.tw.
;; ADDITIONAL SECTION:

sanlih.com.tw. 86400 IN A 61.63.90.100
setweb.settv.com.tw. 86400 IN A 61.63.90.1

1Y —g d) settv.com.tw .t & ¢ DNS F3if 5 & 5 name server > 4 %] i sanlih.com.tw
(61.63.90.100) % setweb.settv.com.tw(61.63.90.1)

3.3] sanlih.com.tw(61.63.90.100) & § F settv.com.tw 7 name server 7% ?
root@dns [4:56pm] ~ > dig @61.63.90.100 settv.com.tw ns +norec

;; QUESTION SECTION:

;settv.com.tw. IN NS

;; ANSWER SECTION:

settv.com.tw. 22338 IN NS setweb.settv.com.tw.
;; ADDITIONAL SECTION:

setweb.settv.com.tw. 75099 IN A 61.63.90.1

W F settv.com.tw i name server X j setweb.settv.com.tw.(61.63.90.1) o % 5]
setweb.settv.com.tw (61.63.90.1) &~ #F 3|k ke & -
root@dns [DING!] ~>dig @61.63.90.1 settv.com.tw ns -+norec

;; QUESTION SECTION:

;settv.com.tw. IN NS

;; ANSWER SECTION:

settv.com.tw. 38400 IN NS setweb.settv.com.tw.
;; ADDITIONAL SECTION:

setweb.settv.com.tw. 38400 IN A 61.63.90.1

~ £ DNS #73% NS Record &2 + K 3ip chF 47 - R o @ ¥ sanlih.com.tw(61.63.90.100)

=

% f F settv.com.tw iE f# Domain -

Log 3§ %] (category) :

default PSR i e R
cname CNAME 45 3%
lame-servers 7 end ER T

load i‘ ~ zone file PFeaEn g
notify B

0s T3k biip B R 3L
packet JeiEz #te Fipv it R
panic 5142 dns B BF 0 R 7]

15
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parser SRR T g
statistics DNS #E& e frdp 2
security MR B A AT m;ﬁ—]‘\
update o ATE E

xfer-in zone-transfer in

[ T

l. 3 ™% Log?

I

2.

4o

& 71 ) 7 log #f W (category)® > 78t BIND9 ¢ 7 & 4% ?
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BIND9 #7# # it (SGENERATE) :
R
THoE Y F 50 & % %% 0 IP Address j£.163.21.252.51 ] 163.21.252.100 > Domain Name 4
| & peSl.ccjh.tp.edu.tw ~pe52.ccjh.tp.edu.tw.....pc100.ccjh.tp.edu.tw> 2 {858 & & DNS i -
T Y
DRSS ) RN £ 5 A
i 2 F R
£ Tfcd named

ik~ ~

A it f2 £ (ccjh.tp.edu.tw.hosts) ® 4c »
pcSl IN A 163.21.252.51
pcS2 IN A 163.21.252.52

Pc100 IN A 163.21.252.100

& F fRR(211.72.100.rev) ® 4e »

51 IN PTR pcS1.ccjh.tp.edu.tw.
52 IN PTR pcS2.ccjh.tp.edu.tw.
100 IN PTR pcl100.ccjh.tp.edu.tw.

~

[P

l’itil f#F(ccjh.tp.edu.tw.hosts) ¥ 4r » :

$GENERATE 51-100 pc$§ A  163.21.252.%

Bk f3F5(163.21.252.rev)® 4r »

$GENERATE 51-100 $ PTR  pc$.ccjh.tp.edu.tw.
pE A A

iz * SGENERATE pF > Class IN .7 # B 10 B4 ¢
$GENERATE 51-100 pc$ IN A 163.21.252.8 & 7 & freind 2 o

[
4o% IP §%.163.21.252.101 3] 163.21.252.151 » & % » ¥ * — F$GENERATE #F] Lz 9

17
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i * rndc -
P
% % mde > 2 # * rdc % named T £ f& ;f;] £ > 4 reload *73 zone data % configuration >
P k- Bl A s SBIND -
#H 3
A 2 mdc.conf *t/ust/local/etc ¢
{ # named.conf 4r » 48 Bf 3 T
£ A7ExH named

1. # * rndc-confgen & # rndc.conf :
# 17 rndc-confgen -r keyboard > rndc.conf(z¢ #* rndc-confgen > rndc.conf)
# Start of rndc.conf
key "rndc-key" {
algorithm hmac-md5;
secret "FryPy+SFDPtWh2VxBTldyw==";

}5

options {
default-key "rndc-key";
default-server 127.0.0.1;
default-port 953;

}5

# End of rndc.conf

# Use with the following in named.conf, adjusting the allow list as needed:
# key "rndc-key" {

# algorithm hmac-mdS5;

# secret "FryPy+SFDPtWh2VxBTldyw==";

#1

#

# controls {

# inet 127.0.0.1 port 953

# allow { 127.0.0.1; } keys { "rndc-key"; };
#1;

# End of named.conf

2. % named.conf ¥ 4r » :
key "rndc-key" {
algorithm hmac-mdS5;
secret "FryPy+SFDPtWh2VxBTldyw==";

¥
controls {
inet 127.0.0.1 port 953
allow { 127.0.0.1; } keys { "rndc-key"; };
¥

18
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Usage: rndc [-c config] [-s server] [-p port] [-k key-file ] [-y key] [-V] command

command is one of the following:

reload zone [class [view]].............
refresh zone [class [view]]............
TECONTIZ v,

flush [VIEW]....oooeiiiiiiiiiiiieee.
STATUS «eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeees
ELESTALT +eeeeeeeeeeeeeeeeeeeeeeeeereeeee e

* == not yet implemented
Version: 9.2.3

B 4K

FZ2F % mde kgl H B FF

Reload configuration file and zones.

Reload a single zone.

Schedule immediate maintenance for a zone.
Reload configuration file and new zones only.
Write server statistics to the statistics file.

Toggle query logging.

Dump cache(s) to the dump file (named dump.db).
Save pending updates to master files and stop the server.
Stop the server without saving pending updates.
Increment debugging level by one.

Change the debugging level.

Set debugging level to 0.

Flushes all of the server's caches.

Flushes the server's cache for a view.

Display status of the server.

Restart the server.
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BINDY #73 #* at (view) :

R

% dnsl X Z > # dns2 F| dnsl % ccjhtpedutw HFFLPF > dnsl w J& private IP
address(192.168.1.xxx) » 1 dnsl & £ & > | & $| R & & ;2 ¢ IP Address(163.21.252.xxx) °
T

i3 = named.conf

i > F7enit k% Zone Data File

£ A7 named

1. % 2 named.conf > 4t » :
view "view_in" {
match-clients {dns2 ~ IP Address; } ;
recursion yes;
zone "ccjh.tp.edu.tw" {
type master ;
file "ccjh.tp.edu.tw.dns2";
¥
zone "1.168.192.in-addr.arpa" {
type master,
file "192.168.1.rev";
2
%
view "view_out" {
match-clients {any;} ;
recursion no ;
zone ‘"ccjh.tp.edu.tw" {
type master ;
file "ccjh.tp.edu.tw.hosts" ;
|
zone "252.21.163.in-addr.arpa" {
type master;
file "163.21.252.rev";

%

2. # * #ent F f% Zone Data File > ccjh.tp.edu.tw.dns2 2 192.168.1.rev :
I+ f#$H(ccjh.tp.edu.tw.dns2) :
$TTL 4d

ccjh.tp.edu.tw. IN SOA dns1.ccjh.tp.edu.tw. sysadm.mail.ccjh.tp.edu.tw. (
2003021901 ; Searil  number

24h ; Refresh

2h ; Retry

30d ; Expire

1h) ; Negative Cache

IN NS dns1.ccjh.tp.edu.tw.
dns1 IN A Master IP

20
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mail IN A 192.168.1.11
www IN A 192.168.1.10
ftp IN A 192.168.1.12
F f2£65(192.168.1.rev) :
$TTL 38400
@ IN SOA dns1.ccjh.tp.edu.tw. sysadm.mail.ccjh.tp.edu.tw. (
2003122601 ; Searil number
24h ; Refresh
2h ; Retry
1w ; Expire
1h) ; Negative Cache
IN NS dns1.ccjh.tp.edu.tw.
10 IN PTR  www. ccjh.tp.edu.tw.
11 IN PTR  mail. ccjh.tp.edu.tw.
12 IN PTR ftp. ccjh.tp.edu.tw.
pE A A

L 4o% # 4P & * Private IP Address > & & # ¢+ § %% % 39 % & Domain Name T pF+ &
P& L2 1P Address ; 2@ K] T %04 39 F - Domain Name f¥ > € % F| Private IP
Address > 8% K7 € * 3 5 Name Server> — SRt > - SHERPME; B4k R
i# * — 5 Name Server > £E¥ # * BINDO9 siview 3k T_o

II. % named.conf ¥ > *{% zone %fciii‘%’fi-ﬁ ¢ 7 fview fxit ¢ o

Il # - @ view 85 - {7 match-clients » j&- %" & address & 4 * J* view #7% %> view &
named.conf ® ¢ first match > F]p* view % named.conf ? 7|50 B (X & & o
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Serial Number 4 3% &+

P

F ¥ 5 F - & Name Server 37 % dns2.tp.edu.tw §{ ¥ % = = Name Server o &% = 3 #%
Zone Data File ¥ % | < 3% %7 45 3% Serial Number(200402160101) » & 2 5 2 pF3F IR >
Fed 8% A4 4R 4ot B & Serial Number # 3 % dns2.tp.edu.tw # Cache 3 #L 22
& & Name Server er§ L8 - R o

N | 2 :
= &
Serial Number 5 — 22 e fico 2 ¢ 4 — 21t p % ehSerial Number /| # 40t % ¢ Serial

Number = o

3 TN

1. #-4% 3% Serial Number 2 &+ o

2. 3 1 iT A R % dns2.tp.edutw } ¥R e Cache Zone Data File #1% » £ & #7fc$s
dns2.tp.edu.tw 7 named °

3 E = > (4o Fli & # # dns2.tp.edu.tw ¥R 5 Cache Zone Data File # IJ",ﬁ%)
i pg ™ 7] algorithm # 2 [N
1. £ * nslookup & dig 4% 41 p % E it 9 Serial Number -
2. B3k old & 4% 3% Serial Number > new & % ¢ i+ 7 ¢ Serial Number -
If old < new Then {
If (new—old) < 23 Then { (B-)
2% Z_new = #7e Serial Number

I}Else { (Bl=)
42t %_Serial Number % old+23'-1>
% slave name server { #7{s » £ 2% @_Serial Number 2 new
}
}
Else {
If (old+2%-1) < 22-1 Then { (BlZ)
42k %_Serial Number % old+23'-1>
% slave name server { #7{$ » £ 2% @_Serial Number 2 new
]}Else If (old+23'-1)MOD2* < new Then { (B®lz)
42k %_Serial Number % old+23'-1>
% slave name server { #7{$ » £ 2% T_Serial Number 7» new
Else { (®I1)
% ZT_new = #7¢0 Serial Number
}
}
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old

new g] -
231 231_1
2%.1
new
old
W=
231 231_1
232_1 0
new
old
B3
231 231_1

[

1. 4% Serial Number 3 gt {5 » &
2. L i@ FI Zone Data File ¢ 2
Serial Number ?

“~

23

Brcw DRENE G P ARG R o

Serial Number & 7% i+ fxe? R 4efe 4 s 5 1 p 0 B

2321

0
old
new
Al
Bl =
231 231_1
2321
new
|1
old T )
i e
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DEBUG :
TAREREL G RRAL? § AL PREARR D

e s
e

$ORIGIN ccjh.tp.edu.tw.

@ IN NS web.ccjh.tp.edu.tw.
web IN A 163.21.252.1

IN NS dns.ccjh.tp.edu.tw.
dnsl IN A 163.21.252.1
Web IN CNAME dns

P
TOERR L

$ORIGIN ccjh.tp.edu.tw.

@ IN NS web.ccjh.tp.edu.tw.
web IN A 163.21.252.1

F R e

@ IN SOA ..cocvon....

IN NS dns.ccjh.tp.edu.tw.
dnsl IN A 163.21.252.1
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DNS & g% >

DNSW!%FéL 8 %&%iﬂﬁﬁ#ﬂ§ﬁiﬂww~wmﬁﬁﬁﬁﬁv’*“f‘ﬂ
SAREN S LB A DNS auc# T2 F R mH A - A o

5]k ;\}n%ﬁfrfﬁ‘:‘ N
http://www.sinica.edu.tw/info/security/news-%C0b%AB%C8%A7%F0%C0%BB%C2%EA %A
9w.info%BA%F4%B0%EC%A8t%B2%CE.htm

7% L s 4 meo e E kAL

.f et LD P UltraDNS 3§ - A B R E T AT > 3 2 hinfo frdl &
B Lt m&%@mgﬁ&& P FRA A i ¥ E A RN E A o
UltraDNS 4 7 & BenPetro 7 > F % w (11 % 21 p ) & R » g i * & & < e /| pF
R EATTEE el P R Rl BEEF BT 200F A AN L c £ B
B 2§ o 3k UltraDNS 0% SLgprif = o

TR E A PSRN S - e Petro B BRI 0 BH I F X AP ERZ LT
o e &k % (domain name system ¢ fj #2 DNS) PRA% > i 3 S g @ B & F g (78 o
H3% 8 UltraDNS e B i 4 37 4 U8 S5t 2 PR 70t B 30 & o T L% BL 9 T2 Spn g
kg o BOERAPREF A 0 B

—

BiT— B om0 4 MIREE 4 T DNS 12 R PR B s # o #73§ DNS 3 @R & ( DNS root
servers) dpehd - BEHFE > P 7 R RAIF T REF AT HER TR o B RFNITF 4o
fo 4 v2 R B2 R e Ewe B (Whlte pages) )y MR i fn%&_ ( #]4- www.cnet.com ) Eﬁ'{%ﬂ;
FUEe VR e B m ph 3R - fe gt o
Petrof:r‘u THERATRIFLIAASL K
#ﬁ‘ﬁﬂﬁ.%ﬁﬁ?ﬁﬁ&ﬁ’ﬂw5¥O*fﬂﬂmﬁﬁ$&’ﬁﬁiﬁﬁ%%
A F7 7 PR BTPR 7357 ¥ (distributed denial-of-service attacks ) » i ¥ &0 2y gakih
Fh s BEEDTENDRIREFE R o F G REL T RS k’éwm LEEILAE B oo
fe Petro 3 » A e H enE B2 p B3 > B 5 BT RR R T andB g e rug > 2 O
RAHFTEEOD > RS E ﬁpﬁ*ﬁ%.@pﬁﬁé‘;g@w R SB<a
Ty RS SR BT R S5 G  # e T & § (¥ com - .org o .net
o R - RMaoRp 2223 (GDP) » X3 hg £ 2G|
UltraDNS e 2 it tn € (Internet Society ) e7¢ B > f_org 3¢ - ¢hi & DNS uf—f'%ﬁ °
UltraDNS Foebo i info s W2 R R AT i g g2 B4 s
"I A B TERNCH R g~ 4 ﬁ M2k g EiE 0 Petro jh rs‘erEm}’r?i
# lslfr';r’t?trrﬁwv PS4 ~sdofmfb 4 o se2E AN PRI EET R A P H
MEL o NPT A S X T H e

p J

7l
%

(http://www.secretchina.com/news/articles/2/10/23/27110b.html)
IR B A b 21 P REER L F
2002 # 10 * 23 p A Hp=

FRFRZT%ETE T Y F 2R ERR L = B LR IRE (root server )
S - pHREFE AP A L P PR R R 2R RER > SRR
Bah] 2 kot AR L 4 B R BT 7 o

Bpod BERES L p A TRE WA TRBEEMIAE | L F A ale AT
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jﬁﬁ?ﬁﬁ{ﬁi@iﬁ%ﬁ:*—BTiI%(Sﬁi*‘Bﬁﬁ EOEES
FEpEX)— ] B R e ARt LA (DNS) 2 AR LERIRERPFE A 1 TA
FOFUPLETIRE ) B Rt F o N R AR - KRR FEAREG R -

- EREERIpD o S Lo p T SRk Bl BT s o B8R Bk
TR - R A FEHATD o TR

FRHAALAH (FBI) #3 440 % h BT a2 MARER REY e Fay
i’mFW&éﬁ% FHFR-ER > ZRRE W'W¢é’?i&iﬁ§$aﬁ%
TFEE L ATGE RS T e 0 R T LR RS ER LTI
RIE e

FEPACNTF LT HL FREFR 0 B E 0 PR L 20 0 F LM R
HELFEF 607

PRARE LR ART R TR R %%*éiﬁﬁui*ﬁiﬁﬁﬁi
Toenfent 2 BB v PR PIRE iﬁxi—ﬁ]&h_”* M Fpint Z A E AR
HEE o FRFCREM £ F S fEfoP A BB FERORPIRE- SRR
f%?ﬁﬁf%$%ﬁ**ﬁ%’ﬂﬁﬁ‘¢$&ﬁ4giﬁ§%$$o

%&hu%*’@&ﬁ@ﬁﬁﬁii%ﬁ“ﬁi’ﬁi‘ﬁﬁﬁﬁkﬁﬂﬁﬁimw
RS S AR L EN S 2 2 SL P S L LR e
YiBHAE o

ﬁw?%%?ﬂiﬁ’“ﬂmﬁiﬁ%&m*€< E RN Ry T

EFS g G T }%J&AEWH%PRFQﬁﬂﬁ’mlwimWﬁﬁ
W%ﬁﬁﬁ%ﬁ%& Wﬂm%ikw pﬁ —nﬁ m%mFETEW’&&fl
']

http://www. fanqiang com/a5/b1/20010520/090400150 b.html

J€_DNS » 246 R uF2— A DNS 58 14 0l 5

http.//www.fanqlang.com (2001-05-20 09:04:00) BY XUNDI

o= f’?—*ﬁ : lance@spitzner.net

h Y R AN DNS s (S en k Sa dr 0 BB AT 0 BB K hE L ik
Wen RERGE B U R AEELBEL R FRE LR

s
=

7 3 22 honeypot--http://project.honeynet.org/

# e11> Honeypot %+ REDHAT + § - B R GPRIFEX » BF o L LA Fdo o wwwe »
R KRGIE R E - BRSO P o T g A ety [P a2 kR L4 Keyin (0 3
?m’%lgﬁgﬁblﬁ%kqli &mlﬁﬁﬁﬁﬁﬁ“wEWEFgﬂiﬁ@
SNORT ¥ 7V B e 5 http://www.snort.org/557 SNORT & — B F * cwd 35 B » ¥ 1 o] % st
»Ee P RWRA - BALEaT B AR * 4 http:/www.whitehats.com/£7 MAX VISION =n
IDS ¥ F -

&
_"‘—“Q?dbﬂ

(C.\g A =k
“'-"l

2 e
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hw ” 26 ¥ o snort RS H ¥ - Bk LD i’ Fl- B'noop'se# » Fi e K¢ 7 noops
S 30 At (70T > SNORT 4F R 3l sc F frisdrt L T I'J/Var/log/messages v Ee (R
* http://www.enteract.com/~lsp1tz/swatch.html-—swatch KEF) AR E? 172.16.1.107 ¢
IP i1k 5 7 7 honeypot e % > H is ehi>nt §_black-hat(2. #g =+ ) & * 1P =gt o

Apr 26 06:43:05 lisa snort[6283]: IDS181/nops-x86: 63.226.81.13:1351 -> 172.16.1.107:53

# ehhoneypots # % R HAFR > HFhfrh@ > 7 2 Tahh- BELFARATIIFHE P -
B % L7 fe A T @ ek 2L LOG Fﬁ FTL;}F]T Izﬂt;k B - z]}j,‘fq_ﬂf\r’ LOGIN 7 % st:

Apr 26 06:44:25 victim7 PAM_pwdb[12509]: (login) session opened for user twin by (uid=0)
Apr 26 06:44:36 victim7 PAM_pwdb[12521]: (su) session opened for user hantu by
twin(uid=506)

Y & R Y éij PN .iﬁ AR PRk BB kA i B
N S LIRS N R A S KA S

g&ﬁ—ﬁ?%%@’&%%%ﬁiiﬁﬁﬁ’%ﬁiﬁ{ﬁﬂﬁ%%’ﬁﬁﬁ—&ﬁ%
Tk GRFT M TR B AT iRk o Aok R0k SR > B A P
HAAF - XB R AL R 0 2 P BoTFH LR EH ) R R WA T DT

PP B B A DT B e 0 EE - T AT A i A 53 dak > A 7
i ke b g d 0 — B DNS s #F o #9123 i 2N ehsnort
alerts--http://www.enteract.com/~Ispitz/probed.txt &4 JL— & DNS ¥ i ePF IR R - 20 Fog
T~ DNS 34 #3845 B 05 3

Apr 25 02:08:07 lisa snort[5875]: IDS277/DNS-version-query: 63.226.81.13:4499 ->
172.16.1.107:53
Apr 25 02:08:07 lisa snort[5875]: IDS277/DNS-version-query: 63.226.81.13:4630 ->
172.16.1.101:53

AR EBEER P IS 25 > A AP T 4P 265 FARE_AAIFRIE
R N T R Ty ;{ﬁ;.&ﬂzk,g - By B 4 - £ BT DNS A hE R
Fofi 50 SR B AT R R LSRRTF T @ @ i EXPLOIT -
SHEA P mwﬂ Bt 4 2SELA GBI 0 - AR WFAPHIDS E
2 o A g A i A% DNS R 5o o

THE EXPLOIT :

‘P xS S e 3 IDS kS snort O EER A IPOERL S Ry 0 SV iR R TG
i % 447 EXPLOIT 3% i EXPLOIT 307 12 fisnort 7 LOG 2451 7 7 % B tepdump

? ‘” te ) A A58 snort hLOG sedi B e A s B R G anFae » A2 F

AL B A5 L 633368113 1 & AL FiR 2

# Ik %k 44 7% B EXPLOIT » i % EXPLOIT #78 *g_ri_jw 4% 1 £ 1% ROOT

SHELL > - & }{ijEI" ROOT SHELL » # {7 142 ROOT ¥ i3 #4754 &4 » Bl #
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¢ f/etc/passwd fr/etc/shadow < i ¢ Hi 4ctk 5L » T 5 ff F ROOT SHELL 12 44 {7 c— &

Lo

cd /; uname -a; pwd; id;

Linux apollo.uicmba.edu 2.2.5-15 #1 Mon Apr 19 22:21:09 EDT 1999 1586 unknown

/

uid=0(root) gid=0(root) groups=0(root),1(bin),2(daecmon),3(sys),4(adm),6(disk),10(wheel)
echo "twin::506:506::/home/twin:/bin/bash" >> /etc/passwd

echo "twin:w3nT2HOb6AjM2:::::::" >> /etc/shadow

echo "hantu::0:0::/:/bin/bash" >> /etc/passwd
echo "hantu:w3nT2HOb6AJM?2:::::::" >> /etc/shadow

BV & 7 rlae o s X F 0 uname-a B3 7 45 e PWD A3 B B3 (FP & {0 ID
E'Jﬁ UID » I 5 4¢ 7 thn‘frhantu BHREL > % 7 AR R Ag > K JEJEE o twin @ F 7
UID % 506° @ hantu 1% * 7 UIDEZ0(Y¥—- 2% hantu g FRR G L5 ¢ chalehg L)
B a0 4 Sk s 2 F UID 4 0 ek 3higsy TELNET » #fidssd = 7 — 37 g
TELNET mdvg%,{,gg; 12 t8® 2 SU I ROOT etk 5o 90 F) ;{§ 4 * 7 EXPLOIT
A2 r ks FE®E ROOT 4] (7 i & e LOG 384k ) »

Apr 26 06:43:05 lisa snort[6283]: IDS181/nops-x86: 63.226.81.13:1351 -> 172.16.1.107:53

Apr 26 06:44:25 victim7 PAM_pwdb[12509]: (login) session opened for user twin by (uid=0)
Apr 26 06:44:36 victim7 PAM_pwdb[12521]: (su) session opened for user hantu by
twin(uid=506)

w57 9%5.,10:45 % ¢ ’IEC§—‘§25¢;24.7.85.192 £ =x TELNET 4 %8>, & 2% 37 VT91l1l
I E AP S B B -

snort £794p J& & kb © http://www.snort.org/

J%iri;};;@;g“v‘jr ,qupu DNS ﬁ?f_éﬁ:a‘_iﬁlr}_’a,@%J/@]fagifﬁfljii
M ded tw =7 RootServer # % > » 78 > 5 3% DNS # & ‘ﬁﬂgéﬁ‘ii’p“%{’ﬂﬁﬁ{i;
Gigels g R Lo @ % ISP A DNS 2% 2o FHBEN S nr 2 A AT A4 F 2
PR RE o — L2 F (THLen DNS 8278 7 g 4ot X F i f&{fﬁf?ﬁ?ﬁ*ﬁé\f’f&*ﬁ*

L omF 2HEREAT AR
BIND % 224 & L 4p M > ¥R M %34 http://www.isc.org/products/BIND
/bind-security.html

SPOF(Single Point of Failure)L AR
SPOF <& ¥ 5 — $% DNS 2 A48 > igfikmd 7 @ & InterNIC h 2> 12
TWNIC rn'g’lkaNS;fﬁLB?*E “”Uﬁ)u aﬁ"rsupf?ﬁ‘}l,.,ﬂlﬁzfﬂ:

Fa FEEF - % DNS 1‘#5‘3 R IE Ay ERahdiza ﬁk‘&\“i@‘; ’ %l*ﬁ"‘ﬁ‘
Bof#as €% 230 (Web/Mail.. )’l‘?x':»} 3 @ R0 P e DNS 3R] =
XM SRT v e 2 DNS 2 AR e ISP B T OE e

@kﬁ’%ﬂ Lrlés\m??»\’ff’ﬁ%{f’

fFRTHEFERET AL DNS 2§ 5 A @RGSRt w o X DNS
H39 72 A% 54 880038 (T(#39 » Round-Robin) o izt 38 (T4 4] 7 R G o
RGPV I e A
RIS T Hﬁ;, *p F 5T g E DNS (FrzHanfet > T S o0 i
A # s TR MIF S j’;ﬁ%?f{?é‘ﬁ}%“ﬁ(i")i\‘gﬁﬁ—lam—‘z}:ﬁ_’ﬁﬁzﬂ?‘ﬁ”’
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A VEER P TE KAL) FIA N S F#c DNS A gaisa By E g
UDP 1% % (User Datagram Protocol) » fsc# 4 4 E&@‘A E 5 &ﬁt?: %f
SPOF R 4857 &% 6| & 2001 #pF > fegcenz 3% DNS 2% k- B LAN
2. F > @ % ieB LAN #f¢hh Router #4rTi5te » #75 ¢ DNS T4 2 xF’** ° @rﬁ s ¥f2F
i4a€’%ﬁ%%m%;_W%—&o%u’%Emﬁ&%$£%%@§ﬁ’%ﬁ&%
4 4 DNS ,ﬁ'”' 'P—‘ﬁlm o

B RIS PRI 3B

% #4% =(Remote buffer overflow) #_% #ic & L7 s #F L ch% 2Kk > @ BIND X £
AF AN - B BV 2T http.//www.securltvfocus.com/cgl-bm/sfonhne/vulns.pl £
4 >t Vendor uZ#% ISC > BI¥ 7141 BIND #7% ek SLRP 38 > H ¢ A pE# TSIG
Vuln > 28 - B ¥ MR E aikikF o 3t
http://www.securitvfocus.com/data/vulnerabilities/exploits/tsig.c ¥ OUBEE :miﬁa b A2 31
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VG F G iEAR LPRIE ( B 07 e B threads £ 4F 2L4F 1512 T ) 4ot
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3948 7 S 0:00 \_/usr/local/sbin/named -u nobody
3949 ? S 0:00 \_/usr/local/sbin/named -u nobody
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B2k & X % enp 45 A /etc/namedb

mkdir /etc/namedb

cd /etc/namedb

mkdir -p dev etc/namedb var/run

cp /etc/localtime etc

mknod dev/random ¢ 2 3

mknod dev/zero ¢ 2 12
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el B
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dig 3% i P
dig [@server] domain [query-type] [query-class] [+query-option] [-dig-option]

(@server: name server

domain: £ % 39 7 domain name

query-type: A, MX, NS, SOA...

query-class: in, any

query-option: [no]debug, [no]recurse, [no]vc...
_fé B :

root@dns ~ > dig  slhs.tp.edu.tw ns

; <<>DiG 9.2.2 <<>> slhs.tp.edu.tw ns

;; global options:  printcmd

;; Got answer:

;; >>HEADER<<- opcode: QUERY, status: NOERROR, id: 32981

;; flags: qr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: 0, ADDITIONAL: 2

;; QUESTION SECTION:

;slhs.tp.edu.tw. IN NS

;; ANSWER SECTION:

slhs.tp.edu.tw. 64998 IN NS netadm.slhs.tp.edu.tw.
slhs.tp.edu.tw. 64998 IN NS dns.slhs.tp.edu.tw.
slhs.tp.edu.tw. 64998 IN NS ns2.ntnu.edu.tw.

:: ADDITIONAL SECTION:

dns.slhs.tp.edu.tw. 64998 IN A 203.72.185.1
netadm.slhs.tp.edu.tw. 64998  IN A 203.72.185.15

;; Query time: 2 msec

;; SERVER: 163.21.249.166#53(163.21.249.166)
;; WHEN: Fri Nov 21 23:20:36 2003

;s MSG SIZE  revd: 126

root@dns ~>dig ibm.com ns -+norec

; <<>> DiG 9.2.2 <<>> ibm.com ns +norec

;; global options:  printcmd

;; Got answer:

;; >>HEADER<<- opcode: QUERY, status: NOERROR, id: 63889

;; flags: gqr ra; QUERY: 1, ANSWER: 0, AUTHORITY: 13, ADDITIONAL: 0

;; QUESTION SECTION:
;ibm.com. IN NS

;; AUTHORITY SECTION:
34
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com. 172695 IN NS A.GTLD-SERVERS.NET.
com. 172695 IN NS B.GTLD-SERVERS.NET.
com. 172695 IN NS C.GTLD-SERVERS.NET.
com. 172695 IN NS D.GTLD-SERVERS.NET.
com. 172695 IN NS E.GTLD-SERVERS.NET.
com. 172695 IN NS F.GTLD-SERVERS.NET.

com. 172695 IN NS G.GTLD-SERVERS.NET.
com. 172695 IN NS H.GTLD-SERVERS.NET.
com. 172695 IN NS [.GTLD-SERVERS.NET.

com. 172695 IN NS J.GTLD-SERVERS.NET.

root@dns ~ > dig ibm.com ns

; <<>> DiG 9.2.2 <<>> ibm.com ns

;; global options:  printcmd

;; Got answer:

;; >>HEADER<<- opcode: QUERY, status: NOERROR, id: 44136

;; flags: gr rd ra; QUERY: 1, ANSWER: 5, AUTHORITY: 0, ADDITIONAL: 0

;; QUESTION SECTION:

;ibm.com. IN NS

;; ANSWER SECTION:

ibm.com. 172800 IN NS ns.almaden.ibm.com.

ibm.com. 172800 IN NS internet-server.zurich.ibm.com.
ibm.com. 172800 IN NS ns.ers.ibm.com.

ibm.com. 172800 IN NS ns.austin.ibm.com.

ibm.com. 172800 IN NS ns.watson.ibm.com.
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DNS # v #.p

Query Type :
recursive : The name server repeats the same basic process until it receives an answer.

Querier
Request
AnSWer q/v
Name Server «— _ F %Query# v Name Server
iterative :

-R /‘E ¥ ¥ the best answer it already known
#F querier ¥ £ % 3§ €77 name server
- ﬂ' name server 79 f & fgE

FiTRE:

Y g?}tpg’ F B AR 22 PN ehd r.%a_r‘!’lﬂi?llf » DNS & Fﬂﬁgﬁiﬁ-fﬁﬂ‘?g(tb— ??;‘;%
i fgf’\ '+ ¥ (Authoritative Answer) » #* - 2 f 5 = 1)

o%%wéam'%r#%*ﬁ?ﬁé”“’%ﬁéV&@“myﬁﬁﬁ' UL

® okl HFM o Pl root PIRE L > RS root PIRE § MIZR L2 *K*E

(authoritative) P PR B (¥ it ¢ A - 5 ) 1k 2 v
® Ak FURBRUEEwH Y - SHFIRBARN 0 XML FIRB LE FReREY 0 0K
-2 F (4 Fr i % root B34 3 )
® % PIREw kA
o%gﬁ%%w@wi%’¥k%%“%%ﬁ—%%ﬁtéaﬁﬁ P AL o

® 4% Cache FA e F & ABH 2w L HIAPR PEE 0 B 3t BB s R e hy
R
Name server {2 3] - i recursive query, & ¥/ ;2 5 ¥ % 0| ¢ = “closet known” name server 34 *
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H_ % i § § cc.ntnu.edu.twiName Server
F|cc.ntnu.edu.tw * i

A % i § § ntnu.edu.tw::Name Server

l?»—’z‘ri'g’

2 T 4rif | § edu.tw:hName Server

l%i‘riﬁ

% i f 7 tweName Server

l%—'ﬁ"ﬁ

J€roots

I f# (forward domain): & % ¥t &1 IP

-Forward mapping —Maps all host names to address

F j# (reverse domain): 4 IP $t/& 1 ¥ L4

-Reverse mapping —Map address back to host names

-F f2e9 DNS Query &\ I f23 D13F 5 » i 8 - A F £v2 2 J
-Produse output that is easier for human to read

-Used in some authorization checks

TFfE-RGHLE

SRR SR BT 0 VR ERA D K R R G 3F S b.];’rsgggﬁ;%
B384 cFa il

-d j\/),g'l 1P ﬁﬁﬁ %&-’l}i“"%_ﬂﬁ_ﬁﬁ*,vv}ﬁﬁﬁﬁd—%

-3 #84 ciMail Server » ¢ & * I F fRFEiRengs 4] k> SPAM R 3R
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