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@ 20050404 10:56:16 209 2181639988 172161199 3%
@ 20060404 105616256 [TCE T7216.1.190 2191630088 14220 ds. £ NpH.C. -ECO063-48.7) 5.
@ 20050404 10:56:16. 256 UDP 172161193 81236236118 21949 dled2addl sZla § Ke Scinfo_hashO0: {1 %~ T s 03 sjfqB:eet peers] Hp ~idi1s
@ 20060404 105616318 TCP 2199521858 172161198 3561 ..
@ 20050404 105616318 UDP 172161199 12303 2184196242 3001 dAL:ad2id20: s Z.Ja # Ke. Grinfin_hash20: +{1 % - T s oflel:q9:zet peersl #8032 15
@ 20060404 105616318 UDP £1.48.162.10 13578 73161109 12303 d1md2:d20..0..>2.9. W A5nodesd08 . Afr " s-Ly A} e Z.C. G .15
@ 20050404 105616318 TCP 2181639988 14220 . X
@ 20060404 1056:16.318  TCP 172.16.1.190 3564 lﬂl?i‘tﬁ[' >U D P 1024
@ 20050404 10:56:16 365 UDP 172161199 12303 o _hashaD: s{1%. I +.03 el :q9:pet_peessl 91K 1y
@ 200610404 10:56:16.475  UDP 172.16.1 199 12303 e o L TTaTe M e e 3 Ko o _hesha0: +(1.%. /.15 05.01:09: pet_peensl 48 see0_1
@ 20050404 105616475 TCP 172161199 3565
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@ 20060406 114825328 UDP 83228689 1025 172161000 12303 § d1wd2d20:483.08) 0 1., Stoken20:#TE. Fo Y. Gvalueclfc. 816 £ X6: GE6: V6. HO
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@ 20060406 114895328 _TCP £4.34 16024 210 172161103 4355 .
@ 20050006 114825928 [1ce 2isL1m | 4355 satemd 20 GETr’anmm:e?mfo_hﬁsh=%247%BE4s%P‘2%AD%ADf%1ANpH%EQC%FC%Sl%D%CA%US;J
@ 20060406 114825300 e T m T ! o P O oS X i o o
@ 20060406 11:48:25300  UDP 81233114169 450 172160009 12303 41024420619, C1, 6. - Stoken20L.) ~ M. DG Brvelueds: S16:h Mifi=;
@ 20060406 114895300 UDP 172.16.1 199 a0z e017a241113 16891 JJ d1wd2ad009E" Oinfo_hash20: 5{1.%..- Ts.0%elqB:get peersl 8. 2. 1yl e
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@ 20050406 114825731 UDP 172161 193 12303 22250207157 23481  dlad2d204E B /R _{_ Sinfo_hash20 s{.%.- Ts.03elqQ:get peersl B hHELylqe
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[
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@ 200604110 15:40:13.484
@ 200504010 15:40:13.548  TCP
@ 200504110 15:40:13.548  TCP
@ 200504010 15:40:13.593  TCP
@ 200504410 15:40:13.593  TCP

MEIE 1.0.2.0). Content-type: applicatic
f Xf. P4z Hb )& ). M3
LML) S KR MW
K. Qeorz f]i 2.L.43.18

@ 200604010 15:40:13593  TCP 61.60.201.228 172.16.1.19 4549 LeUvy Z. Moo g £ B R G X G ek @ml Jme 2 %L BB ]
@ 200604010 15:40:13.656  TCP 61.60.201.228 5100 172.16.1.19 4540 .B8%p. .0 NF.Z.( RS
@ 200604010 15:40:13.656  TCP 61.60.201.228 5100 4549 LA g de LELC . InQ.§.
@ 200604010 15:40:13718 TCP 6160201228 5100 4849 s K. 3T E T A%  C~_ M,

@ 200604010 15:40:13.765  TCP 61.60.201.228 5100 172.16.1.19

S oy
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s W e\ KeR O @EYI- M. 8 Hm

®2DDEJDM1EI15'4D'ISE7‘5 T T - - M0.].*1 )
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@ 200504110 15:40:12.500  TCE 172.16.1.192 4849 GLEDZ01ZZ8 5100 GET furi-es/N 2R urushal B582508 5K YRKGZETESRZRNMILULE W55G HTTE/L 1. Host 6
@ 20050410 154012.546  TCE 172.06.1.189 4855 230130223310 5100
@ 200504010 154012702 TCE 6160201228 5100 172161199 4840 .
@ 200504/10 154013437 TCE 172.16.1.199 4831 5911550183 7384 i
5100 ] type: applicationi:
@ 200504110 15:40:13 545 6160301238 5100 17216119 d40 o B g H Do M3
@ 20050410 154013 546 TCP 6160201238 5100 172161199 4849 *Zze'. QM) SwKR . MIWZ
@ 200504/10 154013592 TCE 6160201238 5100 172.16.1.199 K08 002 e L 3G
@ 20050410 154013 593 TCP S9.11550.188  7E84
@ 200504010 154013592 TCE 6160201228 5100 ﬁTi‘l‘EEﬂPﬂﬁ-
@ 20050410 154013656 TCE 6160201238 5100
@ 200504010 154013656 TCE 6160201228 5100 BEQ
@ 20050410 154013718 TCE 6160201238 5100
@ 200604010 15:40:13765  TCP 6160201228 5100 / al FHEEE). .
@ 20050410 154013765 TCE 6160201238 5100 HTTP 11 206 Partl Content e @
@ 200504010 154013812 TCE 6160201228 5100 v T
@ 20050410 154013828 TCE 6160201238 5100
@ 200504410 154013875 TCF 6160201238 5100
@ 200504/10 154013931 TCE 6160201238 5100 K EEE}‘L«E[[ < F; 3
@ 20050410 154013937 TCP 6160201238 5100 Cl =
@ 200504/10 154013984 TCE 6160201238 5100
@ 260400 154014031 TOP Glfnanigm  sin | [AddT: 0000 HEX. 00 DEC. 0 BIN: 00NQOGOD OCT: O ASCII:
@ 20060410 154014002 ICE SLe0nize sl 0ZE0 | 59 52 4B 47 5& 45 69 45 35 52 32 G2NE 4D 44 4C | YREGZEVEGRZRNMIL =
@ 20050410 154014083 TCP GLE0I0128 5100 || foFQ | 5 4C 45 57 35 35 47 20 32 30 30 36 M 30 33 2D | ULEVWSSG 2006-03-
@ 200610410 1540:14.040 TCE BLANZ0LZ2E 5100 0300 | 33 30 54 31 31 3& 35 30 Sh 0D D& 41 6CN\Q4 2D 4C | 30T11:50Z. . Alt-L
@ 20050410 15:4014.140 TCE 6160201238 5100 0310 | 6F 63 61 74 63 6F 6E 34 20 68 74 74 70 M 2F 2F  ocation: http:/~/
@ucwwnseim Tx awame |0 2 s h AN e G2t e
@ 20060410 154014202 TCE H0LI0 510 0340 | 6E 3A 73 68 61 31 34 70 35 73 32 35 6F 73 35N{8  n:shal pSs25osbx
@ 20050410 15:40:14 250 TCP GLE0.201228 5100 | | 3oy | 79 72 6B 67 74 65 79 65 35 72 32 72 6E 6D 64 yrkgzeyebrZrnmil
@ 200610410 154014250 TCE 6160201228 5100 0360 | 75 6C 65 77 35 35 67 20 32 30 30 36 2D 30 34 2D\ ulewS5g 2006-04-
@ 200504010 154014265 TCE 220139323210 5100 0370 | 30 33 54 32 30 3A 32 30 GA 0D DA 58 2D 46 69 6C |TTTCUTZUL —E=FTT
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TCP 172.16.1.199 4835 218164 114157 7884 S

TCP 172.16.1.199 4820 61.216.174.138 7884 T b H. ‘IE ?_Qtﬁ‘[[ >TCP 1024
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@2006#’05#13 17:40:30.031 TCP 192.168.1.15 3634 20746027 1863
@2005#’05#13 17:40:30.531 TP 192.168.1.15 634 20746027 1863
@20[@1]5#13 17:40:39.796 TCP 192.168.1.15% 3634 20745027 1863
@QUDGMSJIB 17.40:41.562 TCP 192.168.1.15 3634 20746027 1862
@2006#’05.’13 17:40:42.593 TP 192.168.1.15 3634 20746027 1863
@2005#’05#13 17:40:42.640 TP 192.168.1.15 634 20746027 1863
@20[@1]5#13 1740:432203 ICMP 192.168.1.152 192.168.1.254 . .DHCPC
@QUDGMSJIB 174043202 ICMP 192.168.1.254 192.168.1.152 (Af DHCPC.........
@2005#’05.’13 17:40:47.218 TP 50114208178 14849 192.168.1.135 3962 e
@2006#’05#13 174047 421 uor 192.168.1.138 1120 1889511 53 K time windows com. ...
@QUDGMSJIB 17.4047.531 TCP 218.171.125189 6906 192.168.1.135 4248 e
@2006#’05.’13 174047781 UDFP 20746130100 123 192.168.1.138 123 JRUSURPPU S SOUON s SON- SRR 5 OO 1
@2005#’05#13 17:40:47.937 TP 21175194179 23200 192.168.1.135 4200 LRQAH TS eD@DE.Z. @D=l#ml. @ D=~E=z @D .. .2@D=y 8@D. &N @DF. _
@20[@1]5#13 17:40:47.937 TCP 221.124.16.56 1906 192.168.1.135 3659 PI
@QUDGMSJIB 17:40:48.000 UDF 218.171.125189 6906 192.168.1.135 047 GNDF.....
@2006#’05.’13 17:40:48.046 UDFP 218.171.125.189 6906 192.168.1.135 047 GND (G
@ZUU&UE.’IS 17:40:48.062 UDF 218.171.125.189 6006 192.168.1.135 a7 GND..;..B
@QDDISH]SJIB 17:40:48.109 TCP 50114208178 14849 192.168.1.135 3962
@2006#’05#13 17:40:48.156 TCP 220139162187 15983 192.168.1.135 4341
@2005#’05#13 17:40:48.156 TP 125228123214 24542 192.168.1.135 4343
@20[@1]5#13 17:40:48.281 ARP 192.168.1.254 192.168.1.184 izg.
@QUDGMSJIB 174048281 TCP 21175194179 23200 192.168.1.135 4200 e
@2006#’05.’13 17:40:48.206 UDFP 21817218047 8744 192.168.1.135 047 GND L.
@2005#’05#13 17:40:48.375 UDFP 21817218047 8744 192.168.1.135 047 GND....L.POH.CA.
@20[@1]5#13 17:40:48.406 ARP 192.168.1.184 192.168.1.254 izg
@QUDGMSJIB 174048 468 TCP 218.162.182.121 7897 192.168.1.135 4333
@2005#’05.’13 174048515 TP 220.139.162.187 15983 192.168.1.135 4341 GNUTELL AN & 503 Maztmum child connections reached. Remote-IF: 61.59 45 87, Ter-L gey
‘?ZUU&UE.’IS 17:40:48.515 ICP 220.139.162.167 15983 192.168.1.135 4341 5 ¥
|| [ Micsosott FowerFoint .. : 'f(ii )& ) R Ol TR 0206

P12 %’?7@5’%] © 2007 ZAN(H ) email:dmliu@msA4.hinet.net
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ﬂ A-PackeiMan - 4384 ¥ :C:\Prozram Files\A-PacketMan\Log\GNU_TELLA _ezPeer_ F akfE48_1 Acp 83 A/:925 KB E]
#EE REE B0 Bnl #REL ZER R
® == e o) o ] =] =l b= @D > B 5

BRAE Hk E EMIRERE CuhQ =it AP X8 BleF | SfsR | PR FiF R mik: | dezi | MR SRE
e EMPEEER CthW

IR R=N ‘:gfﬁgz i | SBR[ SBVRE I k| SBR[ S a ] = ~

@ ooosnsaz1m, T N 15 1061 168.95.1.1 52 oo 20-links COMLEW....

@ 2005m5012 17 15 1040 1580511 532 e, AT Amagesharks.....

@ 2i0snsaz 17 15 191 1689511 53 ingl 19 imageshack us

@ 20060514317 BHEBFENE... CtkF 15 3634 20745037 1863

@@ 20055012 17 15 3634 20746027 1863

@ 2nosmsiaz 17 15 3634 207450727 1863

@@ 20055412 174 . 15 3634 20745037 1863

@ 200510542 17 FUBSATIW. . Caled 15 3634 20745037 1863

@ 20055012 17 15 3634 20746027 1863

@ 2nosmsaz 17 152 192 1681 254 £ DHCPC

@ oooonsnz 1Ty EkEBE 354 132.168.1.152 (4. DHCFC......

@@ 20050542 17 3173 14340 192.168.1.135 3082 .

@ 200515013 174 138 1 1889511 53 Eooo Aime windows com.....

@ 2005512 17, Llga 6o0s 1321681135 4248 .

20 | 1921681138 133 SRS SR A T 4. 2

@ 20085m5012 17 23200 1921681135 4290 LAHTE sD@DE.Z. @D=l#m). @D=~K« @D . 2@D=y8aD0 @h @DF._

@ 200505317 SEHEE 556 7906 192.168.1.135 3659 I

@ 2005054 2 17472500 UTF FEITI125.180 690G 1321681135 7047 GNDF.

@ 2005105/ 2 174048 146 ULF 212171125183 6904 1921681135 7047 GHDG.

@ 200515/ 2 174048062 ULF 218.171.125.189 690G 192.168.1.135 7047 GHD.; FO......

@ 2006m54 2 174048 109 CP SO114207 178 14740 1921681135 3982

@ 20050512 174048 156 ICE 320139162 167

@ 200515012 174048 156 ICE 125.228.123.214 22 _H; .

@ 2n06ms 2 174048 281 LRP 192 168 1 254 ## e 7 l% .

@ 2005054 2 17,4048 381 ICE 21175104179

@ 20065113 17:40:48.296 UDP 318.172.180.47 (1) %ﬂ—ly # T~|J [ %j"_ ﬁm ] % =2 ®

@@ 200515012 174048 375 ULF 218.172.180.47 FF d Camt P2

I006MSH 3 17-40-48 406 LRP 192 1681 184 N . ¥ y
gQDDGMSJIBI’? 4048 468 ICE 218.162.182.131 (2) ;j_g‘!:'ié:' Ij‘v ;é ;IJ [ﬁ fT:_] 9 [ ﬁl fT:_
@ 2005105/ 2 17.40:48 515 ICE 320139162 167 FF L £
. Y had

?ZUD@’UE#IB 17:40:48.515 ICE 220.139.162 167 si leﬁ ga s#‘ ] _

TigerTeam - B{EEEEETAT (Build Record)
e Microsft PowerFoint ...

TEQWORMEDE THEB

& == =506 EJ“CLi = 3 P 1 v . 2 N\
Fd(3) #H1E (T amadr]
R EingE: 7 R ! ! 'l A
B FAREE T (ESTRR
B AR [HE. || PEz T anaeines -
@AGNSA3 17403603 UDP 19%I6A1|——
@ o006N5N3174038.406  UDP l9z.lee. | | TSR
@ 20060513 1740:38.875 UDP 192.168.1) | EATEFERCHE @S 0 ER RN
@ 2006513 174039031 TCP 1821681 ||~ pemmamED mEAT - ERASEEE ‘
@ 2006513 174030531 ICP 1921681 g z ity BT
@ 20050503 174050706 TCR loztsel || © EATEERENT CHRAT © tUEm SRIEE)
@ 0065z 1TA041 562 TGP 192.168.1.
@ o065z 1TA042 53 TGP 1921681 o,
SBERIRREAREY
@ o006m503 1T A042 660 TGP 192.168.1.
@ 2006M5A3 174043203 ICMP loziggl| [ Telnet(VT100) @B, Port A
@ 2006M513 174043203 ICME 1921681, . =
FIP 48 303 7, Port
@S5I 1TA0ATE TP sailazm | | L Ao EHERE, B
@omemsnz 174047421 UDP 1921681
ST i
@ 200615113 17.40:47 531 cP stgy7iag | T WV S SERRA, Port
@o006N5A3 174047781 UDP 2074613 :
SMTP 225 SRS, Por
@ 0060515 174047957 T2 miTsasd | e R .@D=~K:.@D..z@D=y.8aD.aMh @DF._
gznusfosns 174047957 TCP BLANAY | [ popsugE SRR P [0
006M513 174048000 UDP 2187113
@ 0061513 174048046 UDP 21817012 .
@z0060513 174048062 UDP atga7rag] | [ M EIREE SERESAT, Port
@ 006513 174048008 TCP 5911420 -
Tahoo B ERISHF, Port:
@ 20s0s3 1TA0aB 156 Tcp oy | oo HIREEERAL, Po
@ 2006m513 174048156 TGP 125280 | [ Qico MRS Pt [0
@o006M503 174048281 ARP 192.168)
@ o006m5N3 174048281 ICP o 10 ™
v BEEEET
@006M513 174048296 UDP ZIOTTER I
@om0ensA2174040.375  UDP 2180721
@ o00GN5A3 174048406 ARP 1921681184 192 168.1 254 e
@omansn3 174048468 TCP 218162182131 7897 1921681135 4333
@o006M512174048515  TCP 220130162167 15083 1921681135 4341 GUTTELL AN 6 503 Mescsmum child commections reached. Remote-IP: 61,59 4567, Ther-Ager
@ o006M513174048515  TCP 200130162167 15083 1921681135 4341 v
< 5
Ready

Microsmit PowerFoint ...
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BEX|

o
=

s 25
MIE HR

Bt

=5

S

JQ

=it

BEE RED BEO B0 ERW XER R

Fi Bl ZRE

P2Pii B2s454 +7 & &

WS EADSER IR TS FR A ALk 427 fE -

EEN:ET] | 25485 | B it [BSR. [ B [P dhit S #Ha AT ~
J0065M5/13 174048000 BERISET# GRAEREIPIP .. 218171135189 6904 192.168.1.135 047 T BB Muie,ForonecPeer, GrTe 2522 | FIRERES: BERAFYE
Q00652 174048515 ShStelTd pop ENSERE . 220120162187 15083 1021881135 4341 TEEH: MuieePeer,GrnTelln AFS% , EIRERFSH: P2PFIF EIRES
JO0GMSA3 174048734 BREAEET §: (RREE)P2P 218175160101 23935 1921881135 047 T EEHE: MuieForonsaPeer, s 123522 | BIERES: BRARE
@ 20060543 1740:50.312  BEEIBATER: PIP EZEFHE.. 219175180185 6158 192.168.1.135 4347 T BB FowyecPeer, S Tela AR | RE3-EH: B MR C
20060513 174052656 SASISAT#% P2P EGSSERE.. 218175160101 23935 19Z.168.1.135 4344 TEEHE: MudeecPeertmTela FFS% , EIREAEST: P2PFIFS BRES
@ 2006M5/13 17.40:52 875 SLATRLTEE PUP IETEFEE.. 61158413 10193 192.168.1.135 4353 TH&H#: FoesPeer,OnTela BFH2 fagai 2508 LE
@ 20060543 1740:54.140  BESIRATER PP EZETER.. 219175180185 6158 192.168.1.135 4347 T EEH: FoxyesPeer,tmTelo FFISE  WHRAH: o F MR C
O 20060513 174055.156 BABMSAT#G POPFSSERE.. 6130154130 17801 19Z.168.1.135 4300 TEEHE: MueecPeer,tuTela AR | EIREREST: P2PFIF EIRES
20060513 17T:40:57.350  ERBET AR POP SEEC.. 220131180217 18033 1921881135 7047 TEEHE: MuieFoooyecPeer, GnulelaFF5 % , EIRERTER: 3ikiA
2006/5/13 17:40:58.125 BEEELT 8 GRREE)PZP 218175160101 22935  192.168.1.135 7047 T E4E¥E: MxieFaooy,ezPeer,Grm Tells3s | EREREE: Sitimf RS
@ O006M5H3 17103468 BREHENTEE PP D4ESERE.. 219684355 4043 192.168.1.135 4372 TEEH FoxyesPeertmTela FFISSE  BRLH: [—FB]TE
@ 20060513 174108906 BESIBATER PP EXETHL.. 6121624544 22331 1921681135 4360 TEEHE: FoonecPeer O Tela PRI  WHEH: TUHHIHIZ
Q006513 174110546  BEEtERT# Pop SOEMRE . 21174320204 7834 192.168.1.135 4383 TEEHE: MxieecPeer,GrnTelnFFFE , EREME: , EIREMEST: P2
520061543 1741:01.578 BAS{BAT S POPEEEIE.. 61231050196 7884 192.168.1.135 4380 TEAEHE: MueesPeertmTela FFEE  BEMAT: , BN P2
@ 20060543 1741:12.140  BERIBATER P2P S4TSR 2017512144 5100 192.168.1.135 4381 TERHE: MueecPeertmTela AR  BREH: T IR
@ 20060513 174102765 BESIBE TR POP DUESAE.. 21818436194 5100 102.168.1.135 4374 TEAEHE: MueecPeer,GrnTelaRFSE , FELHE AR H-B4-6
o 2006M05/13 17 41:14.140 SLATRLTHEE PO SEDERE . 2181701945 7884 192.168.1.135 4212 T HEH: MxieezPeer,GnuTelaFFIHE | BEAT: , BIRERRS. P2
@ 20050543 17.41:16.781 BESITET A PP ERE T &R 22112613827 11160 1921681135 4400 TEEH: FoxyesPeertmTela FFEE  BELH: [BFFETAET
@ 20060513 1741:18.156  BERIBATER PP EREFHL.. 2197167202 9335 192.168.1.135 4387 TEEHE: FooecPeer S Tela AR R EH: (B s
COO006MSA217:41:10728  SHEfelTd pop @R 5012078276 5100 192.168.1.135 4401 TEEHE: MuieecPeer,GrnTelnAFSE , EREME: , EIREAEST: P2
J00GMSA317:41:20250  BREABET & (RREE)P2P 2BI7020755 24573 1921881135 047 T EEHE: MuieForonsaPeer, s 123522 | BIERES: BEmAR S
@o006M5H3 1741206812 BEIENTE: PP EETEL.. 612178081 14078 1921681135 4405 T BB FowyesPeertmTela RFISESE | MW TUHIHIE
@ 20060513 1741:21. 234 BERIRATAER PP ETEFHR.. 2107107202 9335 192.168.1.135 4387 TEEHE: FooesPeerOmTela FFISS , WHREH: (B Erms
@ 200515/ 3 17:41 72 562 SLATRLTEE PUP ETEF#E.. 218167183251 4636 192.168.1.135 4412 TREH: FoxyesPeer,OnuTela BRI S  MELHE HEESE2C
QO0BMISHS 174128 140 BESIEET &% (GRREREIPZP . 125228123214 24542 1021681135 047 TEEFE: MueFororecPeer, e 123528 | EIERES: BEHARS
@ 20051515 17:41:29.551 BEAEET # POF DUEERE.. 6024480148 TTIO 192.168.1.135 4431 TEEHE: FooecPeer O Tela AR | R EH: E M-
@ 20060513 174120578 BESIEE TR POP DESAE.. 125228213170 5100 102.168.1.135 4441 TEEH: MueecPeer,GunTelaRFEE , HELHE AR S -B4-0
2006/5/13 17:41:30.296 BEEELT 8 GRREE)PZP 125228123214 24542 19211681135 7047 T E4E¥E: MxieFaooy,ezPeer,Grm Tells3s | EREREE: it RS
@ 20060543 1741:31.453  BESIBATER POP D4EEAE.. 2201401835 5100 192.168.1.135 4424 T BB MueecPeer,tmnTelo FFISSE | BHEH: B2 C
@ 20060513 1741:31.578  BESIBATER POP DATSEAR.. 61225166208 18643 1921681135 4452 TEEHE: FoonecPeer O Tela FFISS  WHEH: TUHHIHIZ
2006/5/13 17:41:31.781 BESHEE T B CGREEFIPZP .. 21807020755 24579 19216001135 047 T B4 MuieFoonsePeen O e I252 | BIREEEST: BHARE Y

»

Readyr

T G oot tovaion.

e ‘ OO % @ TF o209

@ A-PacketMan - EFH M C-\Program Files\A-

& ===

BEE RED B0 B0 ERW BE ]:[J 7’}

&

F

WA mAER IR TATR TS A - EHELAE 427 ®

=51 PA ] B
R £PE - R R

PP B
» l: I;ﬁ °

[ # B A E

T BEHE: FoooreaPeer, G Tela FFI%S | BRAH HEE

T BE#H: FoxyecPeer,GnnTelaRF23F | BFEH: AEFERL2 CDlmpz, BREERER: PIPAIF THRE S SHER -
T EAHE: Mue,ezPeer,ConTella BFZH | EIREREST: PRPFF HBESAR - Maximmm child comectinns reached
T B&H#: Muie Fouy,ezPeer,Grm Tella ¥ 12635 | [EIRERTSH. 3528 A SNEMPIIAF - BCBPIPT &g -
T RAH: Mude,Foxy,cePeen,Grm Tell: 353 | FIRERESH: SRR SARMPIAS « BEEID T HAMESHEFRT  S2TEHEAE -
TLRAH: FoxyeaPeer, G TenFFIHE  BREHE: [—FEITE R EREENEWIE mvh , BIERS PIPRP THR B MEE -
T AEH: FoxyesPeer,OnulelBFIZSE | MELW. T UREIH 2 EREN oub , BERS PPHETHEASERE -
T BEH: Muie,eePeer,GruTell BRI | BIFEAT: , ERERRSH: PIME T IR DIENE - EEHRMSRETL T - SFREMIPAAERT #iH85% -
T REH: MueeePeer,GnuTela BRI  BEAT: , EIFERRH: PIME T RIRDIERE  SLRETHRRTLTE  FREMIHER T % -
T EEHE: MueezPeer,ConTella BFH% | f3REH: T U IESEE N mvh , EIRERES] P2PAF THE H EMEE -
T R&H: Macie,ezPeer,InuTelnFF IS | SFRH: AR - BA- [ERENR 0358 1 BR A8 p e, EIRRERSH PIFRIF TEIR R EHEE -
T HEH: Muie,eePeer,GruTell BRI | BFEAT: , ERERRSH: PIME T IR CENE » REEHRMHSRETLL T » SFREMIPRAERT #H85% -
T REH: FooreePeer,GruTelo RS | BIELH: (B2 ETAEE Lo, ERERES. PAERAP TEHRIESSMEE -
T BAH: FooezPeer,GnuTella FFIHE | BRAHE [ERPECAEE v, BIERS: PIPAP THEHEHEER -
T BEH: MdeezPeer,GnuTella BT | BIEAIT: , EIERREH: PIFE T SR CHERE - RERRNRET L TE - FARMIPAER T HiE%E -
T REH: Mude,Foxy,cePees, Grm Tell: 353 | EIRERESH: B50RAP S NRMPIAS « BESIR T HAMESHRFRT « SLTERHEEATE -
T B&HE: FoxyezPeer,ConTella BFIH% | @REE: T UIRNRSIEEEN Lowh, BIEES: PRRFR THEREUHEE -
T AEH: FoxpesPeer,OnuTe BFIES  MELH: [EXETHEEE v, BERS FPRAFPTHEHSEEER -
T REH: FonoreePeer,GruTels BRI | MEEHE: WEERIL2 CDmpe, BRERES FPAR THE A SUEER -
T REH: Mude,Foxy,cePees, Grm Tell: 353 | EIRERESH: B50RAP S NRMPIAS « BESIR T HAMESHRFRT « SLTERHEEATE -
T BAHE: FoxyezPeer,CnnTella BFIHH | EREHE: K EFEEE-0--F P BERE 2mpez, BEES PRAFRTHTFEHREE -
T BA&H: Muie,ezPeer,FnnTelnBF S | IR AR - BAF- RERERR 562348 BR ATy mp g, EIREEREN: PIFRIP TR A EHRE
T REH: Mude,Foxy,eePeer,Grm Tell: 3525 | FIRERESH: SRR S MEMPIRS « BEAIR T HIRSNESHEFRET  SLTEHEAT -
T B&%H: MxieezPeer,innTelaFFH% |, BREHE: HEFSICL CDlmnpz, BERET: PIPRAP THEEFSHER -
T AEH: FoxyesPeer,OnuTel BFIE S  MELW. TUHEIH 2 EREN oub, BERS PPHETHEASERE -
T R&H: Mude,Foxy,eePeen,Grm Tell: 353 | EIFERESH: BRAF SAEMPIAE « BESIP T HIRRNESHERREE « SLEEHEAT -
T REH: FopesPeer,GnuTelaRFESE | MEEHE: BRI A HHECD Lnpe , EIFERESS PIRRIF THE A SHEE -
22 HP—EERE 2 mpez, FIMEES PRAETHEA SRR -

T AEH: FoxyesPeer,OnuTelBFIZSE | MELH. HEFESIL- B HIICD Lmnpe , BFERES. FIPRIF THE A SHEE -

T HEH: MuieeePeer,GruTels BRI | BFEAT: , ERERRSH: PIMET IR DIENE  REEHMSRETL T » SFREMIPRAERT #H85% -

T REH: FoxyeePeer,OnuTela BRI S  MEAHE: BRI AR HIECD Linpe , EIFERES. PIPRIF THE A S448E -
‘IE-Sﬁ Moce.ezPeer.GnnTella BFI2E2E | BIEMTR: . EFEAESH: PIFAET S - $EmE « SRR RET LT & » SSREMIPIHEER T HRE - L]

Ready

Microsnft PowerFoint ...
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ﬂ A-PacketMan - ﬁi-ﬁi:c:\l’mmm Files\A-PacketMani\LogV\GNU_TELLA ezPeer_ F k4 _1 Acp 3K/ 025 KB

AU

HER

e DE acp acpu ? [ Chesk.
MR R B Hed &\ | AR E# B 1A | B3
[GND.... L FOR.CA B ?E E [ ”
18 Bl 1 B e B C[[ErEwhnle | ERR. [BEEE it | Eme— o]
@ 200605413 1740:58203 UDP 192168115 1061 1689511 53 o g ks com by
@ 20060513 1740:38406  UDP 192168115 1049 1689511 53 .. mgBf maguchark us....
@ 20060513 1740:38875 TP 192168115 1961 1689511 53 img119 imageshack us
@ 2006m513 17:40:39.051 e 192168115 3634 20746027 1863
@ 20060513 17:40:39.531 i 102168115 3634 20746027 1863
@ 2006m513 17:40:39.796 e 192168115 3634 20746027 1863
@ 20060513 17:40:41 562 e 192168115 3634 20746027 1863
@ 20060513 17:40:42.503 e 192168115 3634 20746027 1863
@ 20060513 17:40:02.640 i 102168115 3634 20746027 1863
@ 2006ms3 17404303 ICMP 1921681152 192.168.1 254 4. DHCPC
@ 20060513 174043208 ICMP 1921681254 162.168.1.152 AfDHCPC......
@ 20060513 17:40:47 218 i 0114208178 14848 1921880135 3962 -
@ 2006M513 17:40:47.421 ure 1921681138 1120 1689511 53 Kot vindows som....
@ 20060513 1740:47.551 e 218.171.125.189 6906 1021681.135 4248
@ 2006m513 17:40:47.781 une 0746130100 123 1621681138 123 b (55
@ 20060513 17:40:47 957 i 2175194179 23200 1921880035 4200 QAH.T5.¢D@DK. Z. @ D=#m)..@ D=~K:.@D...2.8D=.y.5.@D..@0\ @DF._
@ 2006m513 17:40:47 937 e 2241656 7906 1921681135 3659 PI
@ 20060513 174048000 UDP 218.171.125.189 6906 1021681.135 7047 GNDF.
@ 20060513 174048046 UDP 218171125199 6906 1021681135 7047 GND 6.
@ 20060513 174048062 UDP 219171125199 6906 1921681135 7047 GHND.;.]
@ 20060513 17:40:48.109 jle 9114208178 14843 1921801135 3962
@ 20060513 17:40:48.1 56 e 20138162167 15983 1921680135 4341
@ 20060513 17:40:08.1 56 i 125228123214 24542 1021681135 4343
@ 2006mS13 17.40:48.281 ARP 192 1681254 192.168.1.184 izg
@ 20060513 1740:48.281 e 275104179 23200 1921680135 4200 .
@ 20060513 174048296 TDP 21817218047 8744 1621681135 7047 GNDL..
0060513 174048575 D SIEI7218047 8744 1Gp 181135 a7 GND L POH CA
@ 20060513 174048406 ARP 192.168.1.184 192.168.1 254 izg
@ 20060513 174043 468 e 218162182131 7897 102168.1.135 4333
@ 20060513 17:40:48 515 i 2019162167 15983 192188.1.135 g 4. Remote-P: 61.59.45 57 User-Agon
i 2006513 17:40:48 515 o 21962167 15983 1921601135 Lltiss it F -
< SEENER A HERAIT S HREE D - AT AR >

iRIGIRTE AT B  BEEAERRET BRARR) » SIBENORT - IP-Tahle - Fortinet » I54 ~ P!

| ERRE = R R - MR RN  SEIRIE

Microsnft PowerFoint ...

GOROD S L@ T

- ‘

Siheck
’E e

&l
m PUAR SR
HE A {EH R EAE -
@ 2006m5/13 s (8] UDP £744->7047 2R, (GH%0) SEben 8 SEERGATE: [3: UDP = |  SERABAY: [Alert = TFHED)
@ 20060543 -
@ 200505113 HHEEEE: ‘ SR IP: ‘218.172.180.47 IRC Port: |8?44
@ 20081503 #H#zs: [OND... LPOHCA. DSTIE: | DST Fort:[7047 BARAC
@ 2006m5/13
g ggg:giﬁj (S BRIE A 5 BURA
@ 20065113 (1) Snott: [ |Alert UDF 218.172 180 47 5744 -> sy 7047 (msg:"(H8 UDE £744->7047 5R, GAGLASFAEEA B s content "GN, L FOH CA ", flow
@ 2006513 Ed frﬁ@ﬁ){?fé;‘%
@ 20060512
@ 2006msi 2 (2) Fortittate: v [F-SBID(-name 1808 UDF 8744->7047 B, (GH1 A S4B 83); - protocol UDF; —content "GND... L POH.CA."; —sre_sddr 218 172.180
@ 2005m5i 2 B -PNCIE
@ 20060513 IPS i
@ 20060512
@ 200513 (3) IpTable: v [iptables -& INPUT - othd -0 ethl -p UDF - 218.172 180 47 --sport 5744 —-dport 7047 - DROF
@ 2006m513 = ETERTAGE h@DF.._
@ 200605413 M R 2
@ 005115 (4 Cisco PIX; [ [access-list ac]_in deny udp host 218.172.180.47 any
@ 2006m5413 o S [T acl_mn t interface mside
@ 20060512
@ 200605413 neth firewall add portopening UDF 7047 A-FacketMan-Deny DISAELE ALL
@ 20061513 o AEERGE
@ 2006/05/12 ) | ME-Windows ICF Firewall
@ I00G0SE| |y mmrmns ;R A SRR AS RIS EATRER A GEENE) - RSN 2 R RS RaEN - SEERED
@ 200815013 AR A AL R R R E M R E R R A 5 -
WM | oo oigiesn » spiuzras - BETATESRARS -
@ 20060512
@ 20060512
@ 2006054132 174048 515 CP 220.139.162.167 15983 192168.1.135 4341 GNUTELLAM 6 503 Mesimom child connections reached. Remate-IF: 61,50 45 67, User-Ages
@ S006M5/ 3 174045 515 CP 200139162 167 1593 1921681135 4341 =
< >
Ready
ey W Microsoft PowerBoint . ‘ =G ROD S LB Froe
—~ 5 c [ (4E] & . H H
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= soyot B 2 DRI - B PISPRIMR G
& == = ﬂgp ﬂcpu TrE 1A 3 —_—
R B PR Hel | Em Em [ 4, = e
—r‘ b — 1
> Tronh R 0 M S EY» F' T telnet =Y o FEEIE R
(B A E e 18 (8 far K
@2006#’05#13 17:40:38.203 ULF 19 -7‘ l
@ZUD&’UE.’IS 17:40:38 406 UDF 19
@QDDISHJSJIB 17:40:38 875 UDP 192168115 1961 1689511 53 imgl 19 imageshack us
@2006#’05.’13 17:40:39.031 TCE 192.168.1.15 3634 20745027 1883
@2006#’05#13 17:40:39.531 TCE 192.168.1.15 3634 20746027 1883
@20[@1}5#13 17:40:39 796 TCP 192 168 SRR
@QUDGMSJIB 17:40:41 562 TCE 19216
@ 20061053 17:40:42.503 ICP loz168| BWERO [ Log =/ o
@2006#’05#13 17:40:42 640 TCE 192.168 SFEEIHE

@0060513174043203 ICMP 192.188|| | usimE_Rotia
@ 20060513 174043203 ICMP 192168
@ 20060513 174047218 TCP 1143
@ 20060513 174047420 UDP 192 168
@ 20060513 1740:47.531 e 218171
@ 20060513 174047781 UDP 20746

@ 200605413 1740:47 937 ce 21175 —~K<.@D.. 2@8D=y 88D @M @DF._
@ 20061513 174047 937 CP 221 124

@ 200605113 17.40:48.000 UDF ST e B [3172.180.47_5744_102.168.1.135_ 7047 Roule? Eis)

@ 20061513174048046  UDP 218471 -

@ 20060512 17:40:48.062 UDP 215171 FEIBEND): [Snont BB (F rules) | B

@ 20060543 17:40:48.109 TCP 59114
@ 20060513 17:40:48.156 ICPE 220139162167 15983 1921681135 4341

@ 2006105013 174048156 ICE 125228123214 24542 1021680135 4343
@ 200610513 17.40:48 281 ARP 192.168.1 254 192 168.1.184 izz
@ 200610513 17 40:48.351 ICE 31175194179 23200 1920681135 4390 -
@z00605/13174048396  UDF 31817218047 744 192.168.1.135 7047 GNDL..
@ 200610513 174048.375  UDF 21817218047  E744 192.168.1.135 7047 GND...LPOHCA..
@Z00615/13174048406  ARP 192.168.1.184 192 168.1 254 ing
@ 200610513 174048 458 ICE 318162182131 7897 102.168.1.135 4333
@ 2006105113 174048515 ICE 320130162167 15083 1GZ16B.1135 4341 GNUTELLA/D 6 503 Mssmum child comnections reached. Remote-IF: 61.50.45.67. Ussr-Age
?zuusfusns 17:40:48.515 ICE 220139162167 15983  1SZI6B.1135 4341 . ¥
Readyr
Microsaft FowsiPoint .. i ‘ G RO D %L @ TFo23

A-PacketMan fier | &y

. Jﬁ_}%s AT

- BT

o JIEH B ,—f@‘;ﬂﬁ
° ﬁf}ﬁmr E&MET’N%

SRR AT
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oetl LCF 383

= = :~u~u¢\ s [l = = N e PR =SS
#R T s s w ﬁﬁ BeF SR | wle AE =W G 00 | BEA L A0 o | HRE
[Fresm #E—T, mhies  EREEs E R AAT
1 B 1 B P [3f. | Bestmy |@h. [Brebiy (& | 2 8 2B B -
@2003.’06."1? 220200691 TCP 61222173165 1244 165.181.114.182 445
@ 20030647 22:03:00 691 TCP 61222173165 1245 8.59.128 68 445 po
@ 200306/17 22.03:00 631 TCP 61222173165 1246 160.235.100.235 445
i 200206/17 22.02:00 631 TCP 61222172165 1247 15830221152 445
@ 20030647 22:03:00 741 TCP 61222173165 1243 5518972254 445
@ 20030647 22:03:00 791 TCP 61222173165 1249 207.81.14.152 445
@ 200306/17 22:.03:00.791 TCP 61222173165 1250 152.248.56.80 445
i 200206/17 22.02:00.731 TCP 61222172165 1251 182.230.10092 445
@ 20030647 22:03:00 791 TCP 61222173165 1252 222,141 22069 445
@2003.’06."1? 220200841 TCP 61222173165 1253 137118355 445
@ 200306017 22.03:00.891 TCP 61222173165 1254 B83.18.244.240 445
i 200206/17 22.02:00 801 TCP 61222172165 1255 148.61.10282 445
@ 20030647 22:03:00 891 TCP 61222173165 1256 964211195 445
@ 20030647 22:03:00 891 TCP 61222173165 1257 1820217143 445
@ 200306017 22:.03:00.991 TCP 61222173165 1258 105.118.224.110 445
i 200206/17 22.02.00 991 TCP 61222172165 1250 205895252097 445
@ 20020647 22:03:00 991 TCP 61222173165 1260 131 5322223 445
@ 20020647 22:03:00 991 TCP 61222173165 1261 T093271.225 445
@ 200306/17 22.03:01 041 TCP 61222173165 1262 167.162.132.97 445
i 200206/17 22.02.01 041 TCP 61222172165 1262 202261207 445
@ 20030647 22:03:01 041 TCP 61222173165 1264 377207202 445
@ 20030647 22:03:01 041 TCP 61222173165 1265 1855772223 445 =
H | o
Ready o

e: ~a= 15 ==

#3R '§1§? SR %‘}‘Eﬁ SEHS ‘ Al ﬁﬁ Bles | 253m | BEE ERE
[TrExrs FRiE—T, AREE LR RS HE TS

BiiE Bl pe S | ERiE

B anE [ SRe0iy |wn [Sesbbe & | = B # @ =
@ 2003061 (2202 0)601 TCP 61222173165 1244 (165181114183 445

i@ 2003061 2203:0 501 ICE 612021793145 215 |eoo.1286s 445 =
@ 2003061 2203:0 501 < 5| P - 215 |160235100235 | 445 | E

@ 2003061 220500691 7 HZIJ nr il 247 |1sammz21153 | 445 L

@ 2003061 220200741 T —tT 2 TTT TS 248 | 5510073254 15 L=

i@ 2003061 2203:00 791 TCP 61222173165 1248 |20781.14.152 445 New Target

@ z003m6a ] 220300701 TCP 61222172165 1250 | 1522485680 445 165161.11418

@ 2003061 zz03:00 791 TCP 61222173165 1251 |182230.10093 | 445

@ 2003061 2202:00 701 TCP 61222173165 1252 \@2l4l22060 J 445

i@ 2003061 2203:00 841 TCP .5 g 1253 137118355 445 E

@ 2003men] 22020801 TCP 1254  88.18.244.240 445 ==

@ 2003061 2203:0Q 801 TCP s 255  148.61.10283 445 —_—

@ 2003061 2202:00 801 TCP 61222173165 064211195 445 89912868

i@ 2003061 2203:00 801 TCP 61222173165 1257 0217143 445

@ 2003061 2203:00 901 TCP 61222173065 1253 105118224

@ 2003061 2203:00 901 TCF , 059525397

@ 2003061 2202:00 001 TCP - | Prj ilP 31.5322223 @

i 2002061 220200931 TCP —zT el T 1 [

@ 20030617 22.03:01 041 TCP 612221 New Target

“ 221 Yz L ELd ! et

1] | Internet Worm
61.222.173.165 —

BT

Ready
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EE3

g Jﬁr[ % LTy AR L (TCP-1025, TCP-1026, TCP-1027, TCP-135, TCP-137)

W S T T e o] ] B [ o [ B == O [ 2
%A '§1§? T BEE EE RN E wh Ak R Ok MR | FROFL am RRFE
FET FHTTPM L. Accept: image/gif, image/=-=bitmap, ﬂkg&\'\(}&image!pjpeg, #p eer-Lgent: Mozilla’d 0 {compatible; M3IE 5.5; Windows 98). Host: 211 21.41.11¢
15 8l & B & R B 3EER. [ btk | 5EER. | 3| = A = N
@20043’04&2’? 13:24:31 620 TCP 2112141114 a0 SEARCH/HTTF/1.1 Host: 21121 41114 ..
@ 200404427 13:24:31 630 TCP 211, 218238208216 4737 HTTPA .1 404 Object Mot Found. Server: bic
@ 2004104427 13:24:31 640 TCP 218238208216 4737
@20043’04.*2? 13:25:34.140 TCP 21 6.246.179.3 80 ]
@2004;’04.’2? 13:25:34 400 TCP 145246 1'N. 3|7
ﬁEDDél."DMZ? 13:25:36 513 TCP 211.104 124 148
‘20043’04.*2? 132536513 TCE 211.104.124 148 1375
‘ 200404427 13:25:37 284 TCP 211104 124 148 1375
ﬁ 200404527 13:25:37 204 TCP 211104 124 148 1389
‘ 200404727 13:25:37 955 TCP 211104124 148 1375 e
ﬁ 200404427 13:25:37 955 TCP 211104124 148 1369
‘20043’04.*2? 13:25:30 427 TCP 211104 124 148 1371 2112141114
*2004;’04.’2? 13:25:29 678 TCP 211104 124 148 1371 2112141114 M025
«2004.’04.’2? 13:25:49.702 TCP 211104124 148 1371 2112141114
E:>2004."D4.f2? 13:25:40.712 TCE 211.21.41.114 1025 211.104.124 148 1371
*2004;’04.’2? 13:25:50.023 TCP 211104 124 148 1371 2112141114 1025
ﬁEDDél."DMZ? 13:25:50.083 TCP 211104 124 148 1371 2112141114 1025
E:>2004."D4.f2? 132550093 TCE 211.21.41.114 1025 211.104.124 148 1371
«2004.’04.’2? 13:25:50.303 TCP 211104 124 148 1371 2112141114 | LI
C>EDD4."D4.Q? 13:25:50 303 TCP 211.21.41.114 1025 211.104.124 148 1371
*20043’04.’2’? 13:25:50.553 TCE 211104124 148 1371 211.21.41.114 mzs
@ 2004104427 13:26:04 073 TCP 21121.41.114 2524 1462464064 a0 G
@20043’04.@? 13:26:51 641 TCP 2112141114 1160 134 252 141223 80 G
@2004;’04.’2? 13:26:51 892 TCP 134252141223 80 2112141114 1160 .
ﬁﬂnnannnﬂi')n".‘.nn 27 D 211 ’i‘ A1 114 AR 124 147 12 25 o _}Iﬂ

ke | FAis HE

AR BRI AT IRCHS 44 B, i BotNetfiy— 7)) = »

FING :Thedlayer s Back Com.

18 1 31 B e | #fE. | BEE P it
E%DS!DMDE 232741877 UDE 2184220831
E;)ZUEIE.‘EIJI."DZ 233115624 ARP 61222172161
C:IZDDS!DMDZ 233115054 TDE 612322173164 1044
(:32005.'04."02 23:31:15.084 UDE 61222175164 25438
E:)EDDS.'DMDE 23:31:16.035 UDE 130511 53

.|t e | ESRE. | # B8 2] =) =
61232173164 137 ... CRAMMAAAAAALAAAAAAAAAANLAALAAALL ).

1222173 164 e Fl= Fad=

53 w time windows com.

1800 M-SEARCH *HTTPE/1.1. HOST: 230.255.255.250:1900. MAN: "sdp:discover” ME: 2 3T: un
1044 W tire windows com dwindows.comm nis] st net. ns2. M2,

QJZUEIE.’EWDZ 23:31:16.085 UDr 61222173164 123 B N

E:)ZDDS.’DMDZ 23:31:16.285 TDE 20746130100 133 + medn. 4 bgh 4 s

CJEDUE!DMDE 23:31:17.286 UDE 61222173164 1044 2t........ cotiikededi page vs....

(:32005.’04.’02 23:31:17.387 UDE 61232172164 1052 16859511 tu.......... defaced sumeol.....

E;)ZDEIE.’EM."UZ 233117437 s 1689511 53 61.222.173.164 b defaced xuma.nl o Homand. .. 7. ne samassrvers.com. 1. 7 nsl HL
E:)ZDDS.’DMDZ 23:31:17.587 TDE 16808511 53 61222173 164 2t cstrikededi page us #B #B #__kpagens NE0DNSMA]

CJEDUE.’DM’DZ 23:31:17.987 TCP 61232173164 1053 74201892

(:32005.’04."02 23:31:18.088 TCP 61232173164 1054 66.197 232 165
E;)ZDEIE.‘EM."DZ 23:31:18.280 TCP 66197233165 30591 61222173164 1054
E>2005.ﬂ4.’02 23:31:18.980 TCP 66107233165 30531 61222173164 1054

NICK [MSA]-78430 USER cliag 00 :[MSA]-78430 .
NICK [bah]47030428 TSER ekvizehoen 0 0 -[beh]47030425 .

irc black7 net NOTICE AUTH Looking np the hostname for 61 222,173 164....

irc black7 net HOTICE ATTH Successtully resalved your IF fo 61-232-173-164 HINET-IP hin

= 200504002 233123796 TCP 72201892 5734 61222173164 1053 Theflayer.Is Back Com 001 [MEAT-78430 :Welsome to the TheSlaver IRC Network [MEAT-72
= 20050402 233123796 TCP 72201892 5734 61222172164 1053 Theflayer Is Back Com 252 [MSAT-78430 5 operatonis) onling... TheSlyer [s Back Com 253 [
<::|2[|U5.‘|]4."[|2 23:31:23856 TCP 61222173164 1053 72201892 5734 USERHOST [MEA]-78430
E>2005.ﬂ4.’02 23:31:24.058 TCP 72201892 5734 61222173164 1053 Iz Back Com 272 [M3A]-78430 - e vinlating code 431.322.12 of the Internet Privacy .. Thelk
<2 200504002 23:31:24.056 TCP 61232172164 1053 72201892 5734 MODE [MEA]-72430 +1 JOIN #woei 00t TSERHOST [MEA]-78430. MODE [MIA]-78430 +
= 20050402 2331 24,357 TCP 72201892 5734 61222172164 1053 Theflayer Is Back Com 302 [MEA]-78430 [MEAT 784 30=tcltay @61 222.172.164
|:>2[||]5.‘|]4."[|2 23:31:24 757 TCP 72201892 5734 61.222.173.164 1053 [ME4]-784300cltay @61 222 173164 JOIN #woed.:TheSlayer s Back Com 332 [MSA]-78430
CJEDUS.’UMDE 23.31:25.168 TDF 61232173164 1052 1689511 53 e wurw singingtone net.....
< 200504002 23:31:26.169 TDF 61222172164 1052 1689511 53 b www xingingtone net.....
= 20050402 23.31:26.210 TDF 130511 53 61222173164 1052 FrA— W ringingtone net M. B nxingingtone net nisl darlknameservers.com.
|:>2[||]5.‘|]4."[|2 23:31:30.726 i3 168.95.1.1 53 61.222.173.164 1052 T wrwrw ringtngtone et H.n. nz] darknamessrvers com. ns2 E A&
E>2005.ﬂ4.’02 33:31:32.478 EN 66.197.232.165 30591 61222173164 1054 i black? net 001 [bah]47030428 :Welcome to the Internet Relay Chat network, [bah]4703942
<2 200504002 23:31:32.528 TCP 61222172164 1054 66.197.233.165 30591 USERHORT [bah]47032428..
= 20050402 2331 32.77 TCP 66107232165 20591 61222172164 1054 i black? net 000 [hah]47030428 ABCIT Current character mapping...: [bah]4 7030428 ~elevize
<::|2[|U5.‘|]4."[|2 233132779 ji@h 61222173164 1054 66.197 233.165 30591 MODE [hah]47039428 -1 JOIN ##newzlo## pO0pzlr. USERHOST [bah]47039428 MODE [
£ 200504002 23 31 33,079 R 66.197.232.165 30591 61222173164 1054 inc black? net 302 [bah]47030428 [hah]470329428=¢ ~ekvizehocn@=1(00-328-103-230 HINE
= 200504002 233133530 TCP 66.197.232.165 30591 £1222.173.164 1054 [bah]470394 28! -ekvizehocu@61-323-173-164 HINET-IF hinet net MODE [beh]47030428 -
B T aAme R amem ammAr e ¥ & 5
Ready
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% { i1 PRI

N Ve
H

=T

I3 Eh7) }_0701_03_Demo ACF 183 i ] |
=5= WU I |G B x| > & 502
Mk e wTE Hem | i SRR R | R | AR AR EF OB MR | B FE Am 3% | R
IIHE%,EE!
ERIER=N: 10 =t | BRI ik | RSRERCAERE | EwrE e shik | @SR | # E A H «|
@ 20040701 08:26:50 714 TCP 1721610380 3574 17274282 1025 |
@2004;’0?3’01 08:26:50 717 TCP 172.16.14.181 2234 22013498 68as alEV "R.IR".>.. b D 1]
@2004."0?."01 03:26:50.717 TCE 172.16.14.181 2334 22013408 Gass LZot L3l Boag P % TLE
@ 20040701 08:26:50 724 TCP 21384 3517 a7 1721618 156 1552 el N-qg3t4 18> Cnd a KIfz X
@ 20040701 08:26:50 730 ICMP 172.16.106 27 81843411 L Ho
@ 20040701 08:26:50 732 ICMP 2106925314 waleezy E. k... 1.0T" . H
@ 20040701 08:26:50 736 TCP 61231142223 2083 1721615245 aLsn 2 jqf KwK E Flobb. . s-wh $:*,
@ 20040701 08:26:50 743 TCP 172161336 4614 17249184 165 1025
@ 20040701 08:26:50.744 TCE 172.16.14.22 1929 60.20.74.192 aasET
@2004.’0?9’01 08:26:50 745 TCP 172161330 4618 17249184 165 3410
ﬁ'}ﬂﬂd;ﬂ?ﬂﬂ NA-2/-50 746 TI"P 17?2 1A 13 3R 4/10 177 40 184 1R5 LY ) _ILI
[ »
Eeady 1Tk
© 2004-2006 copyright Jamien Liu Z[fji=d
_0701_03_Demo ACF %38 i ] 4

== )

D“:W:“EI“EI---EI LR o R

#F BE TTE HEw dim HFE SRR | A A Bw sk MR B S0 AT B | R
|TEsER!

1881 £ & w5 P [sE4ER | SEspat | EmOms:  [Bersmi BR[| 3 8 A & N
@ 20040701 08:26:50 714 ICP 172.16.103.80 3574 17274282 1025 el
@2004;’0?;’010826:50?1? TCP 172.16.14.181 2134 220134898 6Eas fLEV."ROR".CLop.ad
@2004;’0?9’01 02:26:50.717 TCP 172.16.14.181 2234 22013498 6E85 L2 LxE Bog POl $% . TL#;
@2004;’0?9’01 02:26:50.724 TCP 213843517 31371 1721618156 1552 Lad Me-g344.18=Cnd.a. K1$z X
@2004;’0?;’01 08:26:50.720 ICHP 172.16.106 27 81.84.34.11 G He

@ 20040701 03:26:50.752  ICMP 2106925314 172161082y L E k... JQT" u H
@2004;’0?9’01 08:26:50.736 TCP 8150 . it T EOE L, TR
@2004;’0?9’01 DB 26:50.743 172.16.13.36 17249184 165 1025

@2004;’0?9’01 02:26:50.744 174161422 1929 69.20.74.193 GEAT

@ 20040701 02:26:5] L= R

= { SoftEth TEH% SRS
5 :
2 er JoRp -

Readyr

SoftEther %7 |

SoftEther f| [?%if’!?

© 2004-2006 copyright Jamien Liu Zffi=d
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GET /defaullt. Ida’7XXXXXXXXXXXXXXXXXXX

= 1= L]

: GET / default Ida’7CCCCCCCCCCCCCCCCCCCCC —

T TTZTALIIR

B LR (LA I WLELN 5 BLE e B L = LR L ) 1S L e R LS e L )
. E. .. CloseHandle. u, UE Cloreat v TE. L _Jwrite 0 U E . _lelose .
GET fefavlt ida
. TLE... ClosHandle 0. TE ... _Jereat 0. TE...._Jwrite 0. TE. ... _lelose n.U E. . Ge
$@.53@h @41U55@. . %02 %0@. $hl@. Fpl@. F0@ %l @ B0 . ...
GET fdefault.ida?.
uw T E . CloseHandle w T E  Jereat u T E . lrte v T.E . _lelose 0. U E (e
$@.53@h @4 055@. .. %02 %0@. Hhl@. Fpl@. F0@ Fed@. B0D..................

@ 2003/10:06 21.58 44 U?S
@ 200310006 22.00:17.368
@ 2003/10:06 22:00:17.619
@ 2003/10:06 22:00:24.029 211.149.48 86
@ 2003/10:06 2200:25.531 TCP 211.148.48 86
@ 20031006 22.00:29.236 TCP 211.149 48 66
@ 2003/10:06 22:00:29.338 TCP 211.149.48 86 2126

2112141115

@ 2003/10:06 22:01:18.817 TCP 21121119163 2090 2112141115 a0 GET fefault ida

@ 2003/10:06 22.01:18.868 TCP 21121119163 3090 2112141115 a0 A E.. ClosHandle 0 U.E.... _loxeat v 0E..._lwrite 0. U.E..._llosse 0T E.... Ge
@ 200310006 22.01:18 868 TCP 211.21.41.115 a0 21121119163 3090 HITP/A .1 404 Object Not Found. Server: Micromoft-113/5 0. Date: Wed, 06 Ang 2003 14:01:18 ¢
@ 2003/10:06 22:01:19.048 TCP 21131119163 3090 2112141115 a0 $@.53@h @jjT55@. .. %00 %08 Hhi@. Fpl@. Fa@ Fd@. H0d.

@ 2003/10:06 22:01:26.458 TCP 21120462125 4336 2112141116 a0 Turite. 0. .E...._leloss.

@ 2003/10:06 2203:53.430 TCP 21111675244 4112 2112141118 a0 I E... brite 0 T E. . _lelose. 0.0 E Gc
@ 2003/10:06 22:12:16.603 TCP 211.161.112.152 3221 3112141114 a0 GET fdefault ida
@ 2003/10:06 22:12:16.603 TCP 211161112152 3321 2112141114 a0 ATE.... CloseHandle v TLE... _loreat 0 TLE . _Jwrite v TE..._leloge 0T E.... Ge
@ 2003/10:06 22:12:16.613 TCP 2112141114 a0 211.161.112.152 3221 HTTP/.1 404 Object Hot Found. Server: Microsoft-I15/5 0. Date: Wed, 08 Aug 2003 14:12:16¢
®2DDE.’ID.{|6 22:12:16.944 TCP 211.161.112.152 3221 2112141114 a0 $@ sf@h @i Us54@ 0@ Fd0@ Bhl@. Fpl@ %le %@ %H0@
@ 2003/10:06 22:13:30.250 TCP 211.177.32.58 1443 3112141114 a0 A TE.... . ClosHandle v LE... _Jereat w TLE ... _Jwrite. n. TE.... _lelose 0. U E.... Ge
@ 2003/10:06 22:13:55.748 TCP 61.100.172.45 4908 2112141114 a0 GET /HTTPR/ 1. Accept: #/* Referer: http:#211.147.7 146 88/ 2kbbs/nevvbookisg g njection
@ 2003/10:06 22:13:55.958 TCP 2112141114 a0 61.100.173 45 4808 HTTP/.1 302 Object moved . Server: Microsoft TI8/5.0. Date: Wed, 06 Aug 2003 14:13:55 Gb*
®2DDE.’ID.{|6 22:13:56.307 TCP 61.100.17345 4308 2112141114 a0 GET /StylePage/Style] MainStyle] asp HTTP/A 1 Accept: ¥ Referer: http 4211147 7 146:88%
@ 2003/10:06 22:13:56.908 TCP 2113141114 a0 51.100.17345 4908 HTTP/.1 200 OK. Server: Miciosoft-113/5.0. Date: Wed, 06 Aug 20032 14:13:55 GMT. Content:
@ 2003/10:06 22:13:58.910 TCP 61.100.172.45 4311 2112141114 a0 GET MtvlePagefitylelfstyles] oss HTTPA 1 Accept: **. Referer: hitp #hwww dismondinfotech o
@ 2003/10:06 22:13:50.681 TCP 2112141114 a0 61.100.173 45 4811 HTTP/.1 200 QK. Server: Micmosoft- 1155 0. Date: Wed, 06 Aug 20032 14:13:50 GMT. Content
®2DDE.’ID.{|6 22:1401.134 TCP 61.100.17345 4308 2112141114 a0 GET fmagesMenu/Style Lheader gif HTTPA 1. Accept: ** Referer: hitp:/wwew dismondinfote
@ 2003/10:06 22:14.01.194 TCP 61.100.172.45 4311 3112141114 a0 GET fcommon/D] ThmagesLogo.gif HTTPA 1. Accept: ** Referer: hitp:#www diamond infoiec
@ 2003/10:06 22:14.01.394 TCP 2112141114 a0 5110017345 4311 HTTP/.1 200 O Server: Microsoft-[13/5.0. Date: Wed, 06 Aug 2002 14:14:01 GMT. Content
@ 2003/10:06 22:14.01.294 TCP 211.21.41.114 a0 61.100.17245 4911 P ¥he Ry (L8 4L P BLLARN. R EHL IV EX . M0 L TR
®2DDE.’ID.{|6 22:1401.304 TCP 2112141114 a0 61.100.173 45 4911 p 12 L E g TWSBH ESDM # 1 - A %M FVLE LT =l Aa. Ks
.?nnn’\unr\fnn<nnl A men LRIy an F4dmnana e nen BT R ] r WA T WP Ar A ARAA 44 44 nd ALEm 5
Ready

4 Packetbon - & [ s 3& R 15501 SRETHR® 61222 173 164 ACP E3AD:100 KB
e R ’gl 7]

WEE EHED &
& == == = S} E| §IE = -
R MR R S{?ﬁ Hiais 2t B G ES miEz AL =E
B SRREE L FERE
(EEH B R [atE.. |BEEwwil SR [EEErwmy 8RR [ H 8 A 020F =
@ 20050347 03.48.00.360 TCP 61018045 1441 61.222.173.164 1433
@@ 200503417 03:48:00.369 TCP 61222173164 1433 61.01.80.46 1441
@2005.’03."1? 03:48:01.120 TCP 610128046 1441 61.222.173.164 1433 D ADMINza61.222.17.
@ZDDS.'DB."IT 0%:48:01.220 TCP 61222173164 1433 £1.01.80.46 1441 2o H O et wviveQITWe D
@ 200503447 03:48:02.021 TCP 61018046 1485 61.222.173.164 1433 e
@@ 20050317 03:48:02.021 TCP 61222173164 1433 61.01.80.46 1485
@2005.’03."1? 03:48:02.171 TCP 610128046 1485 61.222.173.164 1433 LY D CAD MI N saL 303
@ZDDS.'DB."IT 0%48:02.171 TCP 61222173164 1433 61.01.80 46 1485 wive()1¥ We
@ 200503447 03:48:03.072 TCP 61018046 1500 61.222.173.164 1433
@@ 200503417 03:48:02.072 TCP 61222173164 1433 61.01.80.46 1500 . .
@2005.’03."1? 03:48:02.222 TCP 61918046 1500 61.222.173.164 1433 el e Vb D CAD MU Nsa s 3050
@ZDDS.'DB."IT 0%48:02.323 TCP 61222173164 1433 61.01.80 46 1500 2ok Ho O el wviveQITWe D
@ 200503447 03:48:04 124 TCP 61018046 1523 61.222.173.164 1433
@@ 200503417 03:48:04 124 TCP 61222173164 1433 61.01.80.46 1523 .
@2005.’03."1? 03:48:04.324 TCP 61918046 1523 61.222.173.164 1433 q flVLod D ADMINsa..53C3 ...
@ZDDS.'DB."IT 0%:48:04.324 TCP 61222173164 1433 61.01.80 46 1523 2ok Ho O el wviveQITWe D
@@ 200503447 03:48:05.376 TCP 61018045 1544 61.222.173.164 1433 e
@@ 200503417 03:48:05.276 TCP 61222173164 1433 61.01.80.46 1544 B
@2005.’03."1? 03:48:05.478 TCP 61918046 1544 61.222.173.164 1433 q flVLod D ADMINsa..53C3 ..
@2005.’03."17‘ 034805475 TCP 61232173164 1433 61.01.80.46 1544 s R HL O teal e feeQI Y We Dl
@@ 200503447 03:48:06.477 TCP 61018045 1589 61.222.173.164 1433
@@ 200503417 03:48:06.477 TCP 61222173164 1433 61.01.80.46 1589 .
@2DD5.’D3#I?D34E-D6?ZE TCP 61918046 1589 61.222.173.164 1433 q ¥ dopln D ADMINza. 53C.61.2
@2005.’03."17‘ 03:48:06.728 TCP 61232173164 1433 61.01.80.46 1589 s R HL O teal e feeQI Y We Dl
@@ 200503447 03:48:07.579 TCP 61018045 1639 61.222.173.164 1433
@@ 200503417 03:48:07.579 TCP 61222173164 1433 61.01.80.46 1639 . .
@2DD5.’D3#I?D34E-D?BZB TCP 61918046 1639 61.222.173.164 1433 q Voo donn D ADMINsa. . s3C6A1. 22
@2005.’03."17‘ 03:48:07.929 TCP 61232173164 1433 61.01.80.46 1639 Ofw. tea wfweQI¥We D
@@ 200503447 03:48:08.831 TCP 61018045 1685 61.222.173.164 1433
@@ 200503417 03:48:08.831 TCP 61222173164 1433 61.01.80.46 1685 B
@2DD5.’D3#I?D34E-DQD31 TCP 61918046 1685 61.222.173.164 1433 q Sl Voodlgg D ADMINza . .s61.222.1
@ 20050347 03.48.00.021 TCP 61232173164 1433 61.01.80.46 1685 s R HL O teal e feeQI Y We Dl @
Eeady
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7 A-PacketMan - 4 —
wWRE REE B

| MSSQL_AEEER® 61.222.173.164 ACE &3 A-100 KB

SR

96 7 1=l

T

ST

f

& E“‘—' D”: T JQ JQ sorfEn AL E z = EIP_EE [ 3 1
bE HROERE ew ﬁ"ﬂﬁ B IH AE *t& BFF | 2R R E= %ﬁ%i ik | FALE R
A ]
1B B3 B e [stE. | SrEirett | B | BWE PR | ESR. | 3| = A 23 ~
@o00503AT034800060 TP 61918046 1441 61222173164 1433 ) it
@ 0050317 034800060 TCP 61232173164 1433 £1.91 8046 1441 o
@ 20050317 034801120 TCP 61918046 1441 61222173164 1433 1 Lodedod D... ADMINzafi 17:
@ 0050317 034801220 TCP 61222173164 1433 £1.918046 1441 e KL ct ll{vteYWeEl.
@oo0snAT034802021  TCP 61918046 1485 61222173064 1433 )
@005z 034e02021  TCP g 1433 RTESEY 1485 o
@o0snzaTz4e02171 TCP | 61918046 1485 1433 1 A D.... ADMINsa. s3C3. ..
@ 20050517 034002171 TCP GIZZZLIGIEH 1433 £1.918046 1485 e KL tl l{vteYWe T
@oo0snAT034802072  TCP 61918046 1500 £1.222173.164 )
@ 0050317 034803072 TCP 61222173164 1433 £1.91 8046 .
@ 0050347 034802223 TCP 61918046 1500 £1.222173.164 1 Ao D.... ADMINsa. s3C3. ..
@oo0snzn734a02223  TCP 61222173064 1433 £1.918046 e KL cl Il{vteYWe T
@oo0snA7034804124  TCP 1523 51 222173164 )
@ 0050317 034804124 TCP 1433 o,
QS0ZAT 024008 o0 1D RV
@ _
i, gt g o 511 0 2145 TCP-1433
@20 -
@20 ‘] ]— l , \—r‘ [
DZU A TGS 470 le [} IFIDQ 14, ol ST60.40 *H O Tsa vy QlYWeU
@ 0050317 034806477 TC ——
@ 20050317 034806477 TC) Hacker MS-SQL
@zo0s0zn7 034806728 10l 61.91.80.46 61.022.173.164 | |DMIFsa. . 33C 61.2
@ 2os0an7 0340678 IC Usually, Firewall should block TCP<1433\ | },
@ 0050317 034807678 TC ,%
@ 20050317 034807678 TC == N ’@‘ ’@‘
@ 005037 034607028 TC ] = = | |[DMINsa. 5306122
@ooosnzaTosde07as IC A
@ 20050317 034808831 1O But we discover firewall fail. \
@ 005037 034808831 TC . o
@ 005037 034800031 TC Wefound TCP-1433 Pess-through it !! — =LlT:l |:| MINsa.. s61.222.1
@oo0snzaT0s4e0803  TC -
LR PO e — Trying the password of ‘sa D . v
Ready
[ r ’—‘ — L —|—'q_A
e [~J ~J
ﬁ, Cl 7] -
}_%‘ Y / ? NS » L ,6 A6 N D £y Y »
. —LJ‘.__, E)I_L el EIQ—QFIJ[ Jﬁd > JER ZIETE I?—L » HTTP,
v i
SMT , SMB/CIFS, DNS, MSSQL, MySQL ==
o« SIMTRPSE > RPHR *'Q—Lﬁclj o
R I T » I
- W%“mﬁ%“wL iw | T T
%ﬁup ) ':ﬁlji’*lﬁlﬂl‘%ﬂsf\;ﬂ]:lrl gi«ﬁclj o
s L b 1 .
* 7 TLI‘ELIJQI FIev = Rl RU:
_ ﬁ_gglgiﬁliﬁ e 4 “Fﬁ i {]_I—F\/ 4t ’Fﬁ i {lm
% F éﬂ_:
IE 15 HIY 5
- }%%?&%@l A ﬂg—‘tm 1R FVFNH e AR5
r N I 7 -~
— [HJL FL £ VF[F g EY?I‘“[ ;[\]1 ﬁ% EY?IQ[ : _F[& JI:I '%; E'}ﬁl&:lr)
- if\l B~ 51 e 5 EL 5T AT(PBA) UrF;lE'[J
—ha er Et =X —_— re LA v [/, =, » ’I 1:r
S S o RN AT (Sl e S R
s I E»;ﬁ\ o
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[ IR b VR
(The skill of analysis packets)

=, ﬁ'ﬁ W EVRTRF @ (Mark Packets)

— TE*L}J%{IFJ% -

— AT Eg

FIEIH 7R B et & (Copy Special Packets)

R R 7R B0l i (Display Special Packets)

i B e % (Save Special Packets)

PP = A S B

—  A-PacketMan 345 » < fE groeiE s pu =0

St G EARE £3iL o TRE A R
TR T G

- EPEE SEATNS Check A - = TN A A

© 2004-2006 copyright Jamien &ﬂ%gﬁ = o

IVife SRy AP RS & P o e
(How to search packets by IP addr or payload ?)

-~ P

e ok fE it o
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96 74 5l

G

Y

Ypipe z‘:a'uﬁﬁ EIPH Iy 3
(How to search packets by IP addr

r

EIJ

-

© 20022006 CopyTgmt Jamien Lia 2 <

g |V o

IRRESES

il

[ J%‘J‘ t?
or payload ?)

Pt

B

ouime i xI| =le]x]|
JEK(B ’?Eﬁﬁ@ RO ET(D SER bﬁ%ﬂ]@ Port1: [T
& == AR e 1P {irdf2:[218.167 57 230 [z802
= 3 42| 218,167 57 Port2: |
I KR 5 EeREsE - wro |
e BTN EHAE:
e e | STNEARUY Pon SHEENEE A EHASENE
ERnoas asf EhE oy DN BEE OERA [RHAE] BTENGRERT
[LEY =] -
=== ERERRETE P T— .
@@ zooantas oy 163.95.4.40 (1) ;[:E I
@ 20041118 10 ‘zgigizg 17216123 xl - :
o iERE
@anuninzio; : IP ik W - i (2) JFEJ@J
@ w4118 10 PN % 35.4.40 R
@ 004108100 FEEEE 172.16.1.23 EIBIRELE A BRiH(C) | (3) —y@ -1
@ 004118 10:  T—EEEEN 165.95.4.40
3004411418 107 ; 17216123
gznumma 10; SUEBTLWOY ik 17216123 =
@moeninaio: o e U ep 0544 EHAE .
@ 2004111118 10: B EE B i
@ 2004115 10 TRLBEER Flay-back) R g g e |
@ 0041118 10:  FEHEE (Send Packet) 168.95.4.40 — - -
@ 20041118 10 ARSEBIG (Packet Event) 16895440 | | minp o IR * BRtam iAot
@ 200418 10:  BIEETE Delet Packed 17216123
@ 20041118 10:  BTRETE (Mark Packe! 168.95.4.40 i
@ 20041118 10; ERfTHE Mak ) @ ot
@ 200411118 10 WFEERISESE (Build Record) 17216123 L R N ) |
@ 200471118 102 {BETENE (Modify Packet) 16895440 MACHIEL[DMTIBIOT L
21:15. an 4, 16.1. pleass..
MN04/1148 103115228 TCF 18805440 10 17216123 _I It
20041118 1021:15324  ICP 17216133 1035 168.95.4.40 ity 2. 16 1123
@ 20041118 1021:17027  TCP  168.954.40 110 17216133  mac(mipe [0EA0CT w6568
@ 200411118 1021:19881  TCP  165.054 40 U0 17216133 mesie
a1 EE R BT L
Qunnmen;mon 1 om0 mesnSHERREREE. | o
ﬁ—l SR EETTA Rl - AR 3
BORHERIEA * EThCEHETETE -
Find the specified text of content m all packets. If yon need 1o skip into next packet, plea:
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TEHLCD NEET
BEE iRy B | BT FER R
@ B=\@= kv iERTAND | ) e s = P > E O
BB #R | e T AR IARD T HEF | R AR EE E W mE | BiE BLE sE
—— v SRBAREET
S T &
{ v SEiRETEInER) =
LIES sy E | IP il | 3&... 7 = -

g‘zojoi:n%lﬂ; j20-50 435 (R ﬁsﬁ J;Eﬁ:z;i 4:?11 £ ﬁn I ia-_n_= 1 = [F

. AT L) S ( ) =
@ 2004111413 10k20:50 483 SRR 110 17216123 1035 ©
@ 200411413 10%0:51 440 shetls 110 17216133 1035  +0K POP3 [168.95 4 40] v7 64 server o (2) JFE%J
@a004n143 103051 640 BRI 1035 16895440 110 B
@ 00411018 104055 495 EEEEEIEASE 17206133 @ (3) —Yf_l
@ 200411413 10:24:55 645 imEns 1035 16885440 110 userdudiv..
@ 0041143 102056397 L 24k 10 17216128 1035 ...
i iESEURIE MAC it | ééaﬁ 11a 172.16.1.23 1035 +0K User name accepted, password pleass.. =]
{ IEMEEI M i 1035 16895440 10 passdmbin..
@ 15280 BB MAC Yt OftEines 10 172.16.1 93 1035

1 R IP 04 2R AbLed e _
P - s 110 172161323 1035 -ERR Bed login.
fp ERHEEH Ty ZFB1 1035 16895440 110
IEEH R LIS o .

Al P HH 1035 16895440 110 userdumbiv.
] . = FHmE 110 172.16.1.23 1035 40K User name accepted, password pleass..
® ol & 1035 16895440 110 passdmlini23.
P 595440 110 17216123 1035 ...
P giz gggz :g ‘ 8.95.4.40 110 17216133 1035 -ERR EBed bgin.
P 3.16.1.23 1035 16895440 110 userdwmliv.
@ ?;ji‘lﬂiﬁai o 2895440 110 17216123 1035 40K Usr name accepted, password please..
P gg%migﬂ s 16,133 1035 16895440 110 passdwmlinl23d.
P B.95.4.40 110 17216123 1035 ...
@ 2004/11/18 (02119850 TCF  [68.95.4.40 110 172161323 1035 -ERR Bed login.
@ 200411718 1021:20031  TCP 17216123 1035 16895440 110 userdudiv.. _

") A-PacketMan - 3E3EHF-EAD8-10120051001_085829 ACP #3EA1v6 MB 2 ,’\_\,
BED EBE BEO) BRY BER ERG) R #f 1E—L
® === E=d EEE Tﬁ%lﬁ%ﬁq %J 1
WE MR E NTiE HAE AP I B | TR BB 2E  iEm S
T E3ERb /
HEWE | SRS | Em. [EhEiPhi  Ehm. | B o8 A" B [/ — =
TCP 2106411.195 443 172.16.12.121 l4ga (1) 74‘_]
TCP 172.16.14.210 1426 61.218.120 52 1503 d...... A D (2) ?E?%ﬁ
TCP 218.187.111 .42 1790 172.201.170 8
TCP 172.20.1.170 a0 21818711142 1790 .. B LL ' I ) (3) %T—T
TCP 218.184 91 216 64741 172201326 8 YT
TCP 17220126 a0 218.184 01 218 64741 hkowe.. ... A0 JFiNe.... W8 # eH..... =Ry TE o e = N
TCP 218.184 91 216 64741 172201326 8
TCP 172.16.18.110 3h39 220.130.126.16 10235 iR 5eT]2
TCP 218.184 91 216 64741 17220136 a S
TCP 2106411.195 443 172.16.12.121 1484 La*® 5475 4910 5310 5467 a182 3324 6149 5483 1787 5481 62
TCP 172.16.12.121 1484 21064.11.195 443 add SUBRCEIBE. 2421620834421 0280042162714 +21 63000421 63200%21¢
TCP 172.16.1.251 35504 10.100.254 254 23
TCP 220.130.126.16 10235 172.16.18.110 2030 Jezdt Rodl hpd s hoa i 20 R bt RUkLE
TCP 218.187.111 42 1790 172201170 a0
TCP 172201170 ao 218187 111 42 1790 RS ffexbwoch e S ST e e ke ke 3N,
TCP 2106411195 443 1721612121 1484 oL I $o [ T @ * 2 b lp.... v lpo
TCP 172.16.12.121 1484 21064.11.195 443
TCP 1721612121 1484 21064.11.195 443 cancelSTBICEIBE:2%2102824+2162800 %2 162714 #2163099421 032094
TCP 21064.11.195 443 1721612121 1484 LA L3
TCP 172.16.12.121 1484 21064.11.195 443
TCP 6121812052 1503 172.16.14 210 1425 B.D.
TCP 218.187.111.42 1790 172.20.1.170 a0
TCP 172201170 a0 218.187.111.42 1790 OO OSSN IR T E?N S Ubx[ 9k §... . BO.t...d s
£ >
Ready
4 = 4 [ - H H
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96 1 i1 - P

;F“T

¥ A-PacketMan - $F3EFA 3 :E-\08-10520051001_085829_ACE E3A /6 MB

A5 1EH

= e
BEE #EE B0 BIO BEE ENW B ) ﬂ
¢ 5= == Wl R RN R =
PRAE R M T Hed HFE & Rl 3fm &R EE RE —

TiFmm L

HEER] | e 1P hib ESEEENE S = $t = A 5 4 — 7
TCE 210.64.11.195 443 172.16.12.121 1484 (1) = 1
TCP 172.16.14 210 1426 61.218.120.52 1503 (2) JF’E_{QJ
TCE 218.187.111 42 1730 172.30.1.170 &0

TCP 172.20.1.170 80 218.187.111.42 1790 nGm.. )] (3) %T—»_ﬂ
TCE 219.184 91 216 64741 172.20.1.26 80 7Y

TCP 17220126 80 218.184 91216 64741 hkw..s. gf.. F3le... WA, #.eH . Bol6{80. 018" H
TCE 219.184 91 216 64741 172.20.1.26 &0

TCP 172.16.18.110 3639 290.130.126.16 10235 $-712.

TCE 219.184 91 216 64741 172.20.1.26 &0

TCP 210.64.11.195 443 172.16.12.121 1484 LB*...5475 4910 5310 5467 6182 3324 6149 5483 1797 5481 62
TCF 172.16.12.121 EET) 21064 11155 FE] addbutibhklﬂm
TCP 172.16.1 251 35504 10.100.254 254 23

TCE 220.130.126.16 10235 172.16.18.110 3639 jozded Rod. . hpdshoe.=i> 2 R g...ilmut. R k..F
TCP 218.187.111.42 1790 172.20.1.170 a0

TCE 172.20.1.170 &0 218.187.111.42 1790 R0 SO O S, S S i O 1 ST 7. O N A
TCP 210.64.11.195 443 172.16.12.121 1484 O SO T @ ¥z Fe ST
TCE 172.16.12.121 1484 210.64.11.185 443

TCP 172.16.12.121 1484 210.64.11.195 443 cancelSUBSCRIEE:2#21 62634 %21 626004216271 44216309942 1 63209%
TCE 210.64.11.185 443 172.16.12.121 1484 0 L. 16 Fo A B E...G.
TCP 172.16.12.121 1484 210.64.11.195 443

TCE 61.218.120.52 1503 172.16.14.210 1425 r.B.D.

TCP 218.187.111.42 1790 172.20.1.170 a0

TCE 172.20.1.170 &0 218.187.111.42 1790 Mo T # 6 ] ET S U R L OkA $ . Bt

<

Feady

A /n*'

gy i

BRE EHE BEQ BT FER ERG HEHE
& 555 ‘i=:ﬁél‘E§VJ
PRAE #txk F AEREEM
]_:ﬂs%ﬁ}z! ikl 212 IP {srdt1- | WA 16 . 12 131 ‘ FEE D) |
siEEn) | B f:gf:iig i R e e — |~
TCE 210 ¢ [ Pyl 1454 i (l) f%"»%
TP 1721 1503 IP {srttg: | 210. 64 . 11 (195 (2) ‘F'_. [
TCP 218.1 80 | yyuc fpape [(POBERLRERT EQJ
TCP 172:  SHIEEHE.. CHl+F 1790 - =y
TCE 2181 g | EES 3 2
: SEE S e R TR S A
TCP 1725 a7al| | B TEE SRS RS R ESRESA . | L Dol680. 318" H
TCE a1 : &l =B EE TR e - BRtEA
107 1y MR Chilth \n3e]  EREERTAR B rE TR
TCP 218.1 gy
TCP 210¢ 1434
2 HEREEEE (Packet Event)
TCP 1721 MEREHE Delete Facket) 23
TCP 2201 ﬁTi‘Hﬂ CMa.rk Packst) gkl Fom IR/HMAC futt X coiilmu? R k..F
TCE ABI| GTHE 80 g 172, 06 131 -
TCP 1721 3Et%E¥ (Play- hack) 1790 v k. kw31,
TCP 210F  SEHEE Send Packef) 1484 | MAC firi: e ||| 1D
TCE 1721 SYESEELER (Build Record) 443
TCP 1721 {EREETE (Modify Packsd) 443 IP fii2: | 210. 64 . 11 135 162714421 63099421 632054
TCP 2106411105 £ T I 121 1484 |y o[ | FoJBA B B (b
TCP 172.16.12.121 1454 21064.11.195 443 | e
TCP 61.218.130.52 1503 172.16.14.210 1425 [ ———
TCE 218187111 42 1790 172.20.1.170 a0 R Iﬁf*ﬂtﬁﬁﬁﬁﬁﬁﬁéﬁﬂﬁﬁﬁﬂﬁiﬁﬁ S
TCP 172:20.1.170 a0 218.187.111.42 170 || ESERERIREIE Kk LOGA. §. B0 tfo
2 RS EATE R % 1 LA AE 3
TigerTeam BEETEERART - #T LA (Mark [P Address)
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BEE REE BRFEQ BSO
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A /»:*'

e

SE Al

¢ == 3= TWEE| R O B B O E e e v = ) 1 T

WRAE #R EE TH Hes mﬁ EJE | FAF i@ N TR BB AR 2A R N

T ek

HEMEY | SEE P HOE | B, |BlcEPHH | dehm. | B B A B — [
TCP 21064.11.195 443 172.16.12.121 1484 (l) Zlﬂ%l_’]‘ i
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